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1 O01me moJ10:KeHus

PaGouass mporpamma aucuumminHbl «OIEHKa pPUCKOB HWHGOPMAIMOHHONH 0e30MacHOCTH
aBTOMATH3UPOBAHHBIX CHUCTEM» COCTaBJEHAa B COOTBETCTBUHM C TPeOOBaHUAMH (eneparbHOTro
roCy/lapCTBEHHOIO0 00pa30BaTEIbHOIO CTAHJAPTAa, YTBEPXKAEHHOTO IpHKa3oM MuHuUCTEpCTBa
obOpasoBanusi u Hayku Poccuiickoit ®epeparmum Ne 1509 ot 01.12.2016, u ocHOBHOU
npodeccuoHambHOW  00pa30BaTENbHON MPOTrPaMMbI  TIOJATOTOBKM  «AHanmu3 0€30MaCHOCTH
MH(GOPMAIIMOHHBIX CHCTEMY

o Harpasieruro 10.05.03 "MurdopmanmonHas 6€30MacHOCTh ABTOMATU3UPOBAHHBIX CUCTEM".

[IpakTrueckas MoAroTOBKa peaau3yeTcsi Ha OCHOBE:

[IpodeccronanbHbIil CTaHIAPT YTBEPAKACHHOTO MpHKa3zoM MuHHCTEpCTBAa TpyAa u
colaibHOM 3amuThl OT 15 centsOps 2016 roma N 522  Ne@43 "Cnenuanuct 1o 3aiiure
nH(popMallMy B aBTOMATU3UPOBAHHBIX CHUCTEMax"'  3aperucTpUpPOBaHHOTO B MuUHHCTEpCTBE
octurin  Poccutickoit ®@eneparnu 28 centsops 2016 roma, peructpammonasii N 43857.
O6oOmennas TpynoBas ¢Gynkuus: B/03.6 VYnpaenenwe 3ammTod uHbOpManuu B
aBTOMAaTU3UPOBAHHBIX CUCTEMAX.

3amaun [Ipunobperenne oOydaeMbIMU HEOOXOTUMOTO 00bEMA 3HAHUNA M TIPAKTHIECKUX
ANCTHUIITTNHEI HaBBIKOB aHajdW3a U OLEHKM pHUCKOB HH(POpPMAIMOHHOW Oe30macHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM
OcHOBHBIE 1. Knaccudpukanuss u uIASHTHPHUKAUS PUCKOB HHGOPMAIMOHHOMN
pasziernbl / TeMbl 0€30MacHOCTH aBTOMATH3UPOBAHHBIX CUCTEM
AUCTUIITTNHEI 2. MeTonpl  OLUEHKM  PHCKOB  HMH(OPMAIMOHHON  GE30MMacHOCTH
ABTOMATU3UPOBAHHBIX CHCTEM

2 IlepeyeHb MUIAHUPYEMBIX Pe3yJIbTATOB 00yUeHHsI MO JUCIHUIINHE (MOLYII0),
COOTHECEHHBIX € IUVIAHNPYeMbIMH pe3yJbTaTaMH 00pa30BaTeIbHOIi MPOrpaMMbl

[Iponiecc m3ydenuss aucuuruinHbl «OIEHKa PUCKOB WH(DOPMAIMOHHOW OE30MacHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM» HaIlpaBlieH Ha (OpPMHpOBaHUE CICAYIONUX KOMIETCHIUH B
cootBeTcTBUU ¢ ®I'OC BO 1 0cHOBHO# 00pa3oBaTeIbHON MporpaMmmoit (Tabmuma 1):

Tabnuna 1 — KoMmnereHun u niaHupyeMble pe3ysibTaThl 00y4eHuUs M0 AUCHUIUIMHE

Ko/t 1 HANMEHOBAHTE [Tnanupyemblie pe3ynbTaThl O0y4eHHS 10 AUCLUILIIIHE
KOMIIETEHIIUH N .
[Tepeyens 3HaHMI [lepeuens ymenuit [TepevyeHbp HAaBBIKOB
[IpodeccuonanpHbIC
IIK-1 Coocoben MnK-1.1 3uaer | IK-1.2 Vmeer | IK-1.3 Bmapneet
MIPOBOIUTH aHAJIN3 CTPYKTYpHBIE U | IPOBOAMTH aHaJIM3 | HABBIKAMH BBISIBICHUS
CTPYKTYPHBIX H (yHKIIMOHATTbHBIE CTPYKTYPHBIX U | MOTEHIIMAIbHBIX
(G YHKIIMOHATBHBIX CXEMBbI 3allMIEHHBIX | GYHKIIMOHATHHBIX ySI3BUMOCTEH
CXEM 3allIUIICHHBIX ABTOMATU3UPOBAHHBIX | CXEM  3alllUIIEHHBIX | HHHOPMAITMOHHOMN
ABTOMATU3UPOBAHHBIX | CUCTEM ABTOMATH3UPOBAHHBIX | OE30TIACHOCTH
MH(OPMAITMOHHBIX UH(HOPMAITMOHHBIX ABTOMATH3UPOBAHHBIX
CHCTEM C IEIBI0 CHCTEM CHCTEM
BBISIBJIIEHUS
MMOTEHIIMAIBHBIX
YS3BUMOCTEN



https://docs.cntd.ru/document/420377328#6500IL
https://docs.cntd.ru/document/420377328#6500IL

UH(POPMAIMOHHOM
0€301acHOCTH
ABTOMATU3UPOBAHHBIX
cHCTEM

IIK-2 CnocoGen
MIPOBOJIUTH aHAJIH3
3alUIIEHHOCTH
UH(POPMAIMOHHOM
UHPPACTPYKTYPHI
ABTOMAaTU3UPOBAHHOU
CHCTEMBI

K-2.1 3HaeT
CrocoOBI MPOBEACHUS
aHaIM3a
3alUIIEHHOCTH
UH(POPMALMOHHON
UHPPACTPYKTYPHI
aBTOMAaTH3UPOBAHHBIX
CHCTEM

MK-2.2 Ymeer
BBIOMpATH crnoco6
NPOBE/ICHUS aHAIN3a
3alIUIIEHHOCTH
UH(POPMALMOHHOM
UHPPACTPYKTYPHI
ABTOMAaTH3WUPOBAHHBIX
cHCTEM

MK-2.3
HaBbIKaMU
IIPOBEJICHUS aHau3a
3alIUIIEHHOCTU
MH(pOPMaLMOHHON
UH(PaCTPyKTYpbl
ABTOMaTU3UPOBAHHBIX
CUCTEM

Bnaneer

Tabmuna 2 — KomneTeHIMy 1 MHIUKATOPBI HX TOCTHIKCHUS

Ko n saumeHoBanue
KOMIETEHIINH

I/IH)II/IKaTOpI)I JOCTHIXKCHUA

IInanupyemMslie pe3ysbTaThl
00y4eHus 0 TUCHUIUINHE

O6menpodeccrnonaapHbIE

OIIK-7.2 Criocoben
paszpabaThiBaTh
METOOUKU U TECThI
IUTSl aHATTN3a CTETICHH

OIIK-7.2..1 3Haer OCHOBHEBIE | 3HAET BUJIBI
MOIXOIbI K MPOBECHUIO | TIPOBEICHUS
aHanu3a 3aIUIIEHHOCTH | 3aIIMIIEHHOCTH

ABTOMATHU3UPOBAHHBIX CHCTEM,

ABTOMAaTU3UPOBAHHBIX CUCTEM

U TOPSAOK
aHaJIn3a

3alUIIEHHOCTH 3HaeT CYILIECTBYIOIIHE

WH(POPMAIIMOHHOM METOJMKH M TECTHI JJIsl aHATH3a

CHCTEMBI U €€ CTETIeHU 3alUIEHHOCTH

COOTBETCTBUS WHPOPMAIIMOHHON CHCTEMBI U

HOPMaTHBHBIM €€ COOTBETCTBHSI HOPMATHBHBIM

TpeOOBAHUSM TIO TpeOOBAaHUSAM IO  3alIUTE

3ammuTe nHpopManuu | nHGopMauu
OIIK-7.2..2 VYmeer cTpouTh | YMeeT pa3pabarbiBaTh METOAMKH
IUIaH  TPOBEICHHMS  aHaIM3a | M TECThl Ui aHalM3a CTEICHU
CHCTEMBI 3alUTHI | 3AIIUIICHHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM; | HHPOPMAIIMOHHOW CHUCTEMBI U €€
yMeeT pa3pabaThiBaTh | COOTBETCTBHSI HOPMAaTHUBHBIM
METOJIMKH M TECTHI JIJIS aHaKM3a | TpeOOBaHUAM
CTETICHU 3alUIIEHHOCTH
UH(POPMALMOHHOW CHUCTEMBI |
€€ COOTBETCTBHSI HOPMATHBHBIM
TpeOOBaHUIM
OIIK-7.2..3 Bnageer nHassikoM | Brameer METOINKAMU Hu
MOCTPOCHHUS IJIaHa | HABBIKAMH TIPOBEJIEHUSI TECTOB
TECTUPOBAHUS IS TPOBEACHUS | TS aHanmsa CTETICHH
aHanm3a 3alUIICHHOCTH; | 3alUIIIEHHOCTH
BJIa/IeET METOJIMKaMHU U | uHQOpPMAIIMOHHOW CHCTEMBI U €€
HaBBIKAMU TIPOBEJCHHSI TECTOB | COOTBETCTBUS HOPMATHBHBIM
TUIS aHaim3a CTETIeHU
3aIUIIIEHHOCTH

MH()OPMALIMOHHONW CHUCTEMBI H
€€ COOTBETCTBUSI HOPMATHUBHBIM
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3 MecTo AMCHUILVIMHBI (MOYJI51) B CTPYKTYpe 00pa3oBaTeIbHOI MporpaMMbl

Hucuurmumaa «OneHKa puckoB HHPOPMALMOHHONW 0€30MacHOCTH aBTOMATH3MPOBAHHBIX
cucTem» u3ydaercs Ha 5 kypce(ax) B 9 cemecrpe(ax).

JucuuruiiHa BXOOUT B cocTaB Onoka | «/lucuurusasl (MOAYJIM)» U OTHOCUTCS K
0a30BOH YacTH.
JlJ11 OCBOEHUS TMCUUIUIMHBI HEOOXOUMbI 3HAHUS!, yMEHHU S, HABBIKU U (WJIN) OTIBIT IPAKTUYECKON
JeSITeNbHOCTH, COPMHUPOBAHHBIEC B MPOLECCE U3YUCHUS JUCUUIUINH / - « TeXHUKa U TEXHOJIOTHS
aTaK 3JI0YMBIIICHHUKOB B PACIpPEICICHHBIX NHPOPMAIMOHHBIX CHCTEMAaX »
3HaHUs, YMEHUS U HaBBIKH, C(OOPMHUPOBAHHBIE NIPU U3YYEHUH AUCHMIUIMHBI «OLIEHKa pUCKOB
nH(pOpPMallMOHHON 0€30MacCHOCTH aBTOMATHU3UPOBAHHBIX CHUCTEM», OyAyT BOCTpeOOBaHBI INpHU
U3YYEHUH TMOCIENYIOUIMX AUCHMIUIMH. TecTupoBaHME HaA NPOHUKHOBEHHE M  aHAIU3
6e3omacHocTH, IloaroroBka k cmadye W caada rocyAapcTBEHHOro sk3ameHa, [loaroroBka k
MPOLEYpE 3aIUTHI U 3alllUTa BBIMTYCKHOW KBaIU(PUKAIIMOHHON pabOTHI.
Huctumnnuna «O1eHKa puckoB HH(POPMAITMOHHOM 0€301MaCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM»
YacTUYHO peanu3yercss B QopMe NpakTHueckoil mnoarotoBku. IIpakTudeckas MOAroTOBKa
OpraHu3yeTcs yTeM BBIMIOJIHEHHS 1TaOOpaTOpPHBIX padoT.
Jucrtunnuna «O1eHKa pucKoB HH(POPMAITMOHHOW 0€301MaCHOCTH aBTOMATHU3UPOBAHHBIX CUCTEM»
B paMKax BOCHHTAaTelIbHOW pabOThl HampaBiieHa Ha (OPMUPOBAHHE y OOYYAIOMIMXCS YMEHHUS
apryMEeHTHPOBAaTh, CaMOCTOSITEIbHO MBICIUTh, pPAa3BUBAET MNPOPECCHOHANbHBIE YMEHMS,
OTBETCTBEHHOCTH 3a BBINOJIHEHHE Y4eOHO-TTPOM3BOJICTBEHHBIX 3aJaHH, TPOBOJUTH MOHUTOPHHT
3alUMIICHHOCTH HMH(QOpMAalMM B aBTOMATH3UPOBAHHBIX CHCTEMax M OLEHKY pHCKOB
HHGOPMAIIMOHHON 0E30MaCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM, TpyaoBbie ¢ynkiuun D/01.7
TectupoBanue cucTeM 3amMThl WHOOPMAIMKM aBTOMATH3UPOBAaHHBIX cucteM , B/05.6
MOHHTOPHHT 3alUIIEHHOCTH HHGOPMAIIUU B aBTOMAaTU3UPOBAHHBIX CUCTEMaX.



4 O0beM TMCUMILUIMHBI (MOYJIs1) B 3a4€THBIX ¢IMHUIAX C YKA3aHUEM KOJIUYeCTBA
aKaJleMH4YeCKNX YaCOB, BbIIeJIEHHbIX HA KOHTAKTHYI0 padoTy 00y4yaloumxcs ¢
npenojaasarteseM (10 BUAaM y4eOHbIX 3aHATHIT) 1 HA CAMOCTOSITEJIbLHYIO padoTy

o0yuyamuxcst

O6mast Tpy10eMKOCTh (00BhEM) TUCHIUIUIUHEI COCcTaBIseT 4 3.€., 144 akan. vac.
Pacnpenenenne o0beMa AUCHUIUTMHBI (MOJIYIIS) TI0 BHIAM YU9€OHBIX 3aHSATHIM

IIpEJICTaBJICHO B Tabauue 2.

Tabmuna 3 — O6beM AUCIUILIHHBI (MOJTYJIsI) TTO BUAM Y4eOHBIX 3aHSATHIA

Bcero
O0beM THCUMITUHBI aKaJeMHu4YecKuX
4acoB
OO6mast TpyA0€MKOCTh JUCITUTUTHHBI 144
KonrakTHas aynuTopHasi padora o0yuyawuuxcsi ¢ npenojaaBarejieM 64
(mo BUaM y4eOHbIX 3aHATHI), BCEro
B Tom uucne:
3aHSATHS JIEKIIMOHHOT0 THNA (JIEKIIUY U WHBIC YIeOHbBIC 3aHITHS,
peaycMaTpUBAIOIINE IPEUMYIIIECTBEHHYIO TIepeiady yaeOHoM 32
nH(OpMallUK eAarornyecKuMu pabOTHUKAMHU )
3aHSATHUSI CEMUHAPCKOr0 THIA (CEMUHAPHI, TPAKTUIECKUEC 3aHATHUS,
MPaKTUKYMBI, Ja00paTOpHbIE pabOTHI, KOJUIOKBUYMBI U UHBIE 32
AQHAJIOTUYHBIC 3aHATHS)
CamocrosiTesibHasi padoTa 00y4arOIIMXC U KOHTAKTHasA padora,
BKJTIOUAIOLIAs TPYNIOBbIE KOHCYIbTAlUU, HHAUBUIYATbHYIO paboTy
oOyuaronuxcs ¢ mpenojaBaTessiMu (B TOM YHMCIIE UHIUBUyalbHbIE 45
KOHCYJIbTAIINH ); B3aUMOJICHCTBUE B 3JIEKTPOHHOI HH(OPMAIIMOHHO-
o0pa3oBaTeNIbHOM cpesie By3a
[IpomexyTouHas aTTecTanus 00yJamuxcs — OK3aMeH 35

5 Conaep:xkaHue TUCHHILUIUHBI (MOIYJIsI), CTPYKTYPHPOBAHHOE 10 TeMaM (pa3/eiam)
€ YKa3aHHeM OTBeJeHHOr0 HA HUX KOJIMYeCTBA aKajeMH4YeCKUX YacOB U BU/0B

yueOHo# padoThbl

Ta6muna 4 — CTpykTypa u coJiep>KaHue TUCIUILTAHBI (MOTYJIs)

Bunael yue6HoOI paboThl, BKITIOYas
CaMOCTOSTEIIbHYIO PA0OTY 00YUYAIOIIUXCSI U
TPYAOEMKOCTb (B Hacax)

KonTaktHas padorta
HaumenoBanue paszenos, TeM U COJiep>KaHue | MpenojaBaress ¢ 00ydaromuMucs
Marepuaa Jlekuun | Cemunapc | JlaGopat
KHE OpHBIE CPC
(mpakTHue | 3aHATHA
CKHE
3aHATHUSA)
Paznen 1Knaccudukanus un uneHtudukanus
pUCKOB MH(POPMAITMOHHOHN 6€30MacHOCTH 16 16 22
aBTOMAaTU3UPOBAHHBIX CUCTEM




Bunpl yaeOHOM paboThI, BKITIOUAst
CaMOCTOATENbHYIO Pa0OTy 00YyJaIOMIUXCS U
TPYAOEMKOCTb (B Hacax)

KonraktHas paboTa
HauMeHoBaHue pa3/iesioB, TEM U COJICPKAHUE | MPENoAaBaTessi C 00yJarouMMUCs

Marepuaina Jlekuuu | Cemunapc | JlaGopar
KHe OpHBbIE CPC
(mpakTuye | 3aHATHS
CKHe
3aHSTHUSA)
Pa3nen 2 MeTo/1bl O1IEHKH PUCKOB
nHGOPMAIIMOHHOH 0€301TacHOCTH 16 16 23
ABTOMATH3UPOBAHHBIX CHCTEM
uToro 32 32 45
10 TUCHHIJIMHE

6 BHeayauTopHasi caMOCTOSITeIbHAs Pa00oTa 00yYAIOIIUXCS MO TUCIHUIIUHE
(MoxyJ110)

[Ipyu  mraHWUpOBAaHWM  CAMOCTOSITETLHOW  PabOTBI  CTYAEHTY  PEKOMEHIYeTCS

PYKOBOJCTBOBAThCSl CIICAYIOIINM pAclpeleIeHneM YacoB Ha CaMOCTOSTENBHYIO padoTy
(Tabmuma 4):

Tabmuma 5 — PexoMenayeMoe pacrpeiesieHue 4acoB Ha CaMOCTOSTEIbHYIO paboTy

KoMnoHeHTBI CaMOCTOATEIbHOM PadoThl KosimyecTBo yacoB
W3ydyeHue TeopeTHUeCcKuxX pa3aesioB JUCIUIUIHMHBI 6
IToaroroBka K 3aHITHSM CEMHHAPCKOTO THUTIA 16
[Toaroroska u oopmieHue PT'P 23
45

7 OueHoYHbIE CPeCTBA /ISl MPOBEAeHHs TEKYIero KOHTPOJIsI
U MPOMEKYTOUYHOM aTTecTalui 00y4aomuXxcsi M0 JUCHUIVIHHE (MO1YJII0)

@OHJT OUEHOYHBIX CPEJACTB sl MPOBEACHUS TEKYIIEro KOHTPOJS YCIEBAEMOCTH U
MIPOMEXYTOYHOM aTTecTauuu npejacrasieH B [Ipunoxenun 1.
[TonHBIN KOMIUIEKT KOHTPOJIbHBIX 3aJaHU WM MHBIX MAaTepUaJOB, HEOOXOAMMBIX NS

OIICHUBAHUS PE3YIbTATOB OOYYEHHS MO IUCIUIUIMHE (MOIYII0), MPAaKTHKE XPaHUTCS Ha
Kadeape-pazpaboTunke B OyMaKHOM U 3JEKTPOHHOM BH/JIE.

8 YueOHo-MeTONMYecKOe U HH(POPMALIMOHHOE O0ecTieyeHue TUCIUIIIHHBI (MOAYJIs1)

8.1 OcHoBHas uTEpaTypa

1. Cko6enun C.1O. Mcnonb3oBanue nuppoBbIX TEXHOJIOTUH PU J10KA3bIBAHUN

npectynHou aestenbHocTH / C.1O. Cxobenun // Poccuuckuu cneqoBatens. 2019. N 3. C. 26 -
28.

2. CpenctBo orenku 0ezomacHoctu Microsoft Security Assessment Tool / Microsoft

Security  Assessment  Tool.  Available at  https://technet.microsoft.com/ru-ru/secu-
rity/cc185712.aspx, accessed 08.11.2020.




3. denepanbusbiii 3akon ot 28.08.2004 r. No 98-®3 «O xommepueckoii Taiine» / Fed-
eral Law of 28.08.2004, No 98-FZ «On Commercial Secrets» (in Russian).

4. [ocranosnenue IIpasurensctea PO ot 01.11.2012 No 1119 «O06 yrBepkaeHun
TpeOOBAaHUU K 3alUTE NEPCOHATBHBIX JAaHHBIX MTPH UX 00paboTKe B MH(OPMAIIHOHHBIX CHCTEMaX
MEPCOHATIBHBIX JAHHBIX»

8.2  JlomosHMTeJbHAS JIUTEpaTypa

1. I'OCT P UCO/M3K 27000-2021. MuadopMaiinoHHas TeXHOIOTHS. MeTO bl 1
cpeacrBa obecriedenus 6e30macHOCTH. CHCTEMBI MEHEKMEHTa HH(POPMAITUOHHO W
6e3omacHocTH. OOIKUH 0030p U TEPMUHOJIOTHS

2. Komucneuenko, /. CepBepHoe mnpumenenue Linux / JI. KomucHeuenko, M.
Martsees, P. [Ipoxau — Cankr-IletepOypr : BXB-Ilerepoypr, 2016. — 510 c.

3. VYunesam, P. Windows 7 ana nponBunyteix. Hacrtpoiika, pabora wu
agmuauctpupoBanue/ P. Yunbsam — Cankr-IlerepOypr : [Tutep, 2015. — 576 c.

8.3 MeTOIlI/I‘IeCKI/Ie YKazaHnusd Jisl CTYACHTOB 110 OCBOCHHUI0 NUCHUITIJIMHBI

O6yuenne mucnummHe  «OmeHKa PUCKOB  HMH(POPMAIMOHHOW  0€30MacHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM» IPEIIoJiaraeT 3ydeHne Kypca Ha ayTUTOPHBIX 3aHATHIX U B
X0Jle CaMOCTOSTENIbHONH paboThl. AYIUTOpPHBIE 3aHATUS TPOBOIATCS B QopMe JeKUUd Hu
MPAKTUYECKUX 3aHSATUM.

Tabmuma 6 MeToanueckue ykazaHus K OTACIbHBIM BUAM JESTCIbHOCTH

Bung y4eOHOTO OpraHu3zainus AesTeIbHOCTH CTYJIEHTa
3aHATHS
Jlexims Hanucanue koHcrekTa JIEKIM: KpaTKO, CXEMaTHYHO,

IIOCJICA0BATCIBHO (bI/IKCI/IpOBaTB OCHOBHBIC  ITOJIOKCHUS.
BBI,Z[GJ'IHTB KIIFOUYCBBIC CJIOBA, (bOpMy.TIBI, OTMECUYAaTh Ha ITOJIAX
YTOUYHAIOIIKWE BOIIPOCHI 1O TEMC 3aHATHUSA

JlaboparopHbie PaboTa ¢ aBTOMaTU3MPOBAaHHBIMU PAOOYUMHU MECTaMHU.
3aHSTHE

CamocTosTenbHas Jns  OGomee  rayOOKOro  U3Y4YeHHS  pa3/ielioB
pabota T CITUTITHHBI pPEeayCMOTPEHBI OTJIeTIbHBIC BU/IBI

CaMOCTOSATEJIbHOW pPaOOTHI: TOATOTOBKA K IPAKTHYECKUM
3aHATUAM, U3YUYEHHE TEOPETUUYECKUX Pa3/ieNOB AUCLUIIIUHBI,
noaroroska PI'P.

CamocrositenbHass ~ pabota  siBisgercd — HauOosiee  MPOJIYKTHUBHOW  (opMoii
o0Opa3oBaTenbHOW U I03HAaBAaTENbHON JEATENbHOCTH CTyAeHTa B mepuoa oOyuenus. CPC
HarfpasjieHa Ha yriIyOJIeHue U 3aKperieHue 3HaHu | CTyIeHTa, Pa3BUTHE MPAKTUYECKUX YMEHUH.
CPC no aucuurunae «OpraHu3aiys 1 TEXHOJIOTHUS 3alIUThl KOH(UIeHIIMaTbHON HHpOopMauu
B MH(GOPMAIIMOHHBIX CUCTEMAaX)» BKIIIOUAET CIIEIYIONIUE BUIbI paboT:

— paboTy C JEKUMOHHBIM MaTepHaIOM, MOUCK U 0030p JIUTEpaTyphl U SNEKTPOHHBIX
MCTOYHMKOB MH(POPMALIUK 110 MHIUBUAYATHHOMY 33JaHHUIO;

— OIEPEXKAIOIIYI0 CAMOCTOSITEIbHYIO PabOTYy;

— U3y4YeHHUE TeM, BEIHECEHHBIX Ha CAMOCTOATEIbHYIO TPOPabOTKY;

— MOJTrOTOBKY K IIPAKTHUYECKUM 3aHSTHUSIM;

— BbINOJIHEHHE U opopmiieHue PI'P.
8



KOHTpOHB CaMOCTOSTEIbLHOM pa6OTBI CTYACHTOB M Ka4YCCTBO OCBOCHHA AUCHUIIIMHBI

OCYHICCTBJIACTCA NIOCPCACTBOM:

— IIPEACTABIICHUS B YKa3aHHbIE KOHTPOJIbHBIE CPOKU PE3YyJIbTATOB BBIIIOJIHEHUS 3aJaHUN

I TCKYIICTO KOHTPOJIA,

— BBITTIOJTHEHUS | 3auThI PI'P;

8.4 CoBpemeHHble TIpodeccHOHAIbHbIE 0a3bl JAAaHHBIX W HHPOPMALMOHHbIE
CIPaBOYHbIE CHCTEMbI, HCIIOJIb3yeMble NMPHU OCYILEeCTBJIEHUH 00pa30BaTeJIbHOI0
npouecca no JUCHUIINHE

1. Dnekrponno-6ubmauoreynas cucrema ZNANIUM.COM - http://www. znanium.com.
2. KoncynpTant+
3. Hayunas snexrponnas 6ubmuoreka Elibrary http://elibrary.ru.

8.5 Ilepeuenr  pecypcoB  HH(POPMAIHOHHO-TEJIEKOMMYHUKANIMOHHONH  CceTH
«HTepHET», HEOOXOAMMBIX IJIS OCBOECHUSI TUCIHILIMHBI (MOTYJI51)

1. Caiit yauBepcuteTa www.knastu.ru[ nextpoHHsiit pecypc]:. Pazmen
cotpyaHukam, gokymeHTsl CMK, pexxum nocryna — cBoOoAHbIHN. 3ari. ¢ s3kpaHa
2. Hayunas snexktponnas oubmuoreka Elibrary http://elibrary.ru.

C IICJIBIO TIOBBIIICHUA Kady€CTBAa BCIACHUS 06pa303aTenLH0171 ACATCIBHOCTU B
YHUBEPCHUTETE CO37aHa DIIEKTPOHHAs WH(POpPMAIMOHHO-OOpa3zoBarenbHas cpema. OHa
MoJIpa3yMeBaeT  OpraHW3alMi0  B3aUMOJCHCTBUS ~ MEXKIy  OOYJalOUIUMHCS |
MPETIoIaBaTeIIIMU Yepe3 CHUCTEMY JIMYHBIX KaOMHETOB CTYACHTOB, PACIIOJIOKEHHBIX Ha
oduIMaTEHOM CaliTe YHHBEpCHTETa B WH(POPMAIMOHHO-TEICKOMMYHUKAIIHOHHOW CETH
«uatepuer» mo anpecy https://student.knastu.ru. Co3nmanHas wWHGOPMAITMOHHO-
oOpa3oBatenbHas cpelia MO3BOJISIET OCYIIECTBIIATh B3aUMOICHCTBHAE MEXK/Ty YYaCTHUKAMHU
o0pa3oBaTeIbHOTO ~ TpoIllecca  MOCPEACTBOM  OpPraHM3allud  JTUCTAHIMOHHOTO
KOHCYJIbTUPOBAHUS 10 BOIIPOCAM BBIITOJIHEHUS TPAKTUYCCKUX 3a/IaHUH .

8.6 JImueH3mOHHOE MPOrpaMMHoOe odecrieueHue, HCIoJib3yeMoe Npu
OCYyIIeCTBJIEHUH 00Pa30BaTEJILHOI0 MPOoIecca Mo AUCIUTLINHE

Tabnuma 7 — [lepedenpb UCNOIB3yEMOT0 MPOTrPAMMHOT0 00eCIeUeHUS

Haumenosanue 110

PexBu3nThnI

Microsoft® Windows
Professional 7 Russian

JIunensnonnsiii ceptudukar Ne 46243844 ot 09.12.2009

Open Office wiu ananor

CB00OTHO-pacpoCTpaHsieMoe

Onepanunonnas cucrema Kali
Linux unm ananor

CB00OTHO-pacTpocTpaHseMoe

OnepanroHHas cucreMa
Ubuntu wiu aganor

CB000THO-pacTpocTpaHseMoe

Ob6o3peBarens Google Chrome
WIIN aHAJIOT

CB000OTHO-pacTpocTpaHseMoe

9 Opranmaunonno-nenarornqecxne yciaoBusi



http://elibrary.ru/
http://www.knastu.ru[Электронный
http://elibrary.ru/

Opranmzanus 00pa30BaTeNbHOTO NpOIEcca periiaMeHTHpyeTcs Yy4eOHBIM IUIAaHOM U
pacriricaHueM y4eOHBIX 3aHATUN. SI3bIK 0Oy4deHus (TpernogaBanus) — pycckuit. s Bcex BUIOB
ayJIUTOPHBIX 3aHATUHN aKaJAEeMUUYECKUN 4ac yCTaHABIMBAETCS IPOAOJDKUTEIBHOCTBIO 45 MUHYT.

I[Ipu  QopmupoBanuM CBOEH HMHIUBUAYaTbHOW  0Opa30BaTENbHOW  TPACKTOPUHU
oOy4Jaromuiicsi IMeeT MPaBo Ha Mepe3adeT COOTBETCTBYIONIMX TUCIUILINH U MPO(EeCCHOHATBHBIX
MOJIyJIei, OCBOEHHBIX B TIPOIIECCE MPEANIECTBYIONIETO OOydeHHs, KOTOPBIH OCBOOOXKIAaeT
oOyyJaromerocsi OT He0OXOMMOCTH WX TOBTOPHOTO OCBOCHHSL.

9.1 O6pa3oBare/ibHbIe TEXHOJIOTHHI

VY4eOHBI Mporecc MpU MPENnoJaBaHUU Kypca OCHOBBIBAETCS HAa MCIOJIb30BaHUU
TPpAaAUIUOHHBIX, HWHHOBAIIMOHHBIX H I/IH(bOpMaIII/IOHHI)IX O6pa3OBaT€JII)HBIX TEXHOJIOTHH.
TpaHI/IHI/IOHHLIe 06p330BaT€J'II>HI>I€ TCXHOJIOTMKU MPEACTABJICHBI JICKOUAMU W CCMHUHAPCKUMH
(mpakTHyecKkuMu) 3aHATUSAMU. MIHHOBalMOHHBIE 00pa30BaTeNbHbIE TEXHOJIOTUN UCTIOIB3YIOTCS B
BUJIE IIMPOKOTO TPUMEHEHHS] aKTUBHBIX M HWHTEPAKTUBHBIX (OpM MNpoBeAECHUS 3aHSITHUM.
Nupopmanrionnsle  00pa3oBaTelbHbIE TEXHOJOTUH  pPEAIM3YIOTCA IYyTEM  aKTHBU3aLUU
CaMOCTOSITEILHON PabOTHI CTYJACHTOB B MH()OPMAIMOHHOM 00pa30BaTEIbHOM Cpejie.

9.2 3aHATHA JEeKIIMOHHOI'0 THIIA

JIeKUMOHHBIM KypC MpEeNnoJyiaraeT CHCTEMaTU3UPOBAHHOE HW3JIOKEHHWE OCHOBHBIX
BOIIPOCOB Y4€OHOTO TJIaHa.

Ha nepBoii nekuuu iekTop 0053aH NPeAYNPEUTh CTYAEHTOB, IPUMEHUTEIBHO K KAaKOMY
6a30BoMy yueOHUKY (yueOHUKaM, y4eOHBIM OCOOUSIM) OyAeT MpoYnTaH Kypc.

JIekxIMOHHBIN KypC JTOJDKEH JaBaTh HAMOOJBIINN 00beM MH(OpMaNMU B 00ecIeurnBaTh
Oosiee riy0oKoe MOHMMaHKUE Y4€OHbBIX BONPOCOB IIPHU 3HAYUTEJILHO MEHBLIEH 3aTpaTe BpEMEHH,
4eM 3TO TpeOyeTcsi OOJBIINHCTBY CTYJEHTOB Ha CAMOCTOATENIBHOE N3yUeHHE MaTepHraa.

9.3 3aHATHSA CEMUHAPCKOI0 THIIA

CeMuHapckue  3aHATUS  TNPEACTaBISAIOT  co0OM  AeTanu3anuio  JIEKIIMOHHOTO
TEOPETUYECKOr0 MaTrepHalia, MPOBOJATCS B LEISIX 3aKperuieHuss Kypca M OXBaThIBAlOT BCe
OCHOBHBIE pa3JIebl.

OcHoBHOU  (opMOIl MpOBeneHUsT CEMUHAPOB SIBISETCA OOCYXKIeHHe Haubolee
MPOOJIEMHBIX U CIIOKHBIX BOIIPOCOB I10 OT/IEIbHBIM TEMaM, a TaK:Ke pa300p MPUMEPOB U CUTYaUi
B ayJIUTOPHBIX YyCIOBHSX. B 00s3aHHOCTH mpemnojaBaTeisi BXOAAT: OKa3aHHE METOIUYECKOn
MOMOIIY ¥ KOHCYJIBTUPOBAHKE CTYACHTOB [0 COOTBETCTBYIOIINM TEMaM Kypca.

AKTHUBHOCTH HA CEMUHAPCKUX 3aHITHUSIX OLICHUBAETCS MO CIAEAYIOIINM KPUTEPHUIM:

* OTBETHI Ha BOIIPOCHI, MIpearaeMble MpernojaBaTesieM;

* y4acTHe B IUCKYCCHSIX;

* BBITIOJTHEHHE MMPOEKTHBIX U UHBIX 33/IaHUN;

* ACCHCTUPOBAHHE MPENO/IaBATENIO B POBEICHUU 3aHATUH.

OTBeT J0KEeH OBITh apryMEHTUPOBAHHBIM, Pa3BEPHYTHIM, HE OJHOCIIOKHBIM, COAECPKATh
CCBUJIKM HA UCTOYHHKH.

Jlokiiagpl ¥ ONIOHUPOBAaHUE JOKIAJAO0B MPOBEPSIOT CTEMEHb BIIAJICHHUS TEOPETHUUYECKUM
MaTepuaioM, a TAKK€ KOPPEKTHOCTh U CTPOTOCTh PaCCyXICHUH.

OneHuBaHue 3a1aHNMN, BBIITOJHEHHBIX HA CEMUHAPCKOM 3aHSTUH, BXOJAUT B HAKOTUICHHYIO
OIICHKY.

9.4 CamocrosiTeJbHas padoTa 00y4aroUMXcs M0 AUCHHUILIHHE (MOLYJII0)

CamocrosTenbHas paboTa CTyIE€HTOB — 3TO MPOLIECC AKTUBHOTO, LEIEHANPaBICHHOTO
NpUOOpEeTeHUs] CTYJEHTOM HOBBIX 3HAHMH, yMEHUl 0e3 HemoCpPeACTBEHHOTO Y4acTHUs
IperoiaBaTelis, XapaKTepU3YIOIIUNHCS  NpPeAMETHOW  HampaBICHHOCTbIO, 3((eKTUBHBIM
KOHTPOJIEM U OLIEHKOM pe3ybTaTOB AESTEILHOCTH 00yJaroImerocs.

Lenu camocTOATENEHON PabOTHI:
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- CUCTEMAaTH3alus U 3aKPEIUICHUE MTOJYYCHHBIX TEOPETUYECKUX 3HAHUN U IIPAKTUYECKUX
YMEHUH CTYJIEHTOB;

+ yriryOJeHue u pacliupeHue TEOPeTUYECKUX 3HAaHUM;

- popMHUpOBaHKE YMEHHUH HCIOJIb30BaTh HOPMATUBHYIO U CIPABOYHYIO JIOKYMEHTAIHIO,
CIELMAJIbHYIO JINTEPATYPY;

* Pa3BUTHUE MMO3HABATEJIBHBIX CIIOCOOHOCTEN, aKTUBHOCTHU CTYJIEHTOB, OTBETCTBEHHOCTHU U
OpPraHNU30BaHHOCTH;

- )OpMHUpPOBAHHWE  CAMOCTOSTEIIBHOCTH  MBILIUICHHUS,  TBOPUYECKOW  WHUIIMATHUBBI,
CIIOCOOHOCTEH K CaMOPa3BUTHIO, CAMOCOBEPLICHCTBOBAHUIO M CAMOPEAIN3AlINN;

* Pa3BUTHE UCCIIEOBATEIbCKUX YMEHUHN U aKaJEMUYECKUX HABBIKOB.

CamocrosiTenpbHas pabdoOTa MOXET OCYHIECTBISTHCS WHAWBUIAYAIBHO WM TPYIIIaMu
CTYJEHTOB B 3aBUCUMOCTH OT LIeJIU, 00BbEMA, YPOBHS CII0)KHOCTH, KOHKPETHON TEMaTHKH.

TexHomorust opraHu3alii  CaMOCTOSITENIbHOM  paOOThl  CTYAEHTOB  BKJIIOYAeT
MCI0JIb30BaHNE UH(OPMALIMOHHBIX U MaTepUaTbHO-TEXHUYECKUX PECYPCOB YHUBEPCUTETA.

KoHTponb pe3ynpTaToB BHEAyAUTOPHON CAMOCTOSITEILHOW pabOThI CTYAEHTOB MOXKET
MIPOXOJIUTh B MUCbMEHHOM, YCTHOW WJIM CMEIIaHHOH opMe.

CryneHThl JOKHBI MOIXOAMTH K CaMOCTOSITENbHON padoTe Kak K HauBaKHeHIemy
CPEICTBY 3aKpeIIEeHUsI U Pa3BUTHUSI TEOPETHUECKUX 3HAHUM, BBIpAOOTKE €JMHCTBA B3IJISJIOB Ha
OTJIeNbHBIE BOMIPOCHI Kypca, NpPUOOpPETEeHMs] OIpPEETICHHbIX HAaBBIKOB M HCIOJIb30BAHUS
npodeccruoHalIbHOM JINTEPATYPHI.

9.5 Meroauyeckue yKa3aHus 1Js 00y4aromUXcs 10 OCBOCHUIO TN CHUATIINHbI

[Ipy w3ydeHUW IUCIUTUIMHBI OOYJAIOMUMCS II€JIeCO00pPa3HO BBIMOIHATE CIIEIYIOIINE
PEKOMEH/TalNH:

1. 3yuenue y4eOHON TUCITUTIIIMHBI JOJDKHO BECTUCH CHCTEMATUUYECKH.

2. Tlocne n3ydeHus Kakoro-i1u0o pasjena 1mo ydeOHUKY WIIM KOHCTICKTHBIM MaTepHaliaM
PEKOMEH/TyEeTCS 110 TTaMSTH BOCIIPOU3BECTH OCHOBHBIC TEPMHHBI, ONIPEACIICHHUS, TIOHITHS pasiesa.

3. Ocoboe BHUMaHWE CJIEAYET YIEIUTh BBITIOJIHEHHIO OTYETOB TIO TMPAKTHYECKUM
3aHATUSM U WHIUBHUIYAbHBIM KOMIUIEKCHBIM 3aJJaHUSIM Ha CAMOCTOSITEIbHYIO padoTy.

4. Bcs TemaTMka BOMPOCOB, H3Yy4aeMbIX CaMOCTOSITENIBHO, 3aJaeTCsl Ha JICKIUAX
npenogaBateneM. MM ke [aroTcs HWCTOYHWKKA (B TEPBYIO OuYepelb BHOBb H3JaHHBIC B
MEePUOANYCCKON HAydyHOM JuTeparype) s Oojiee JeTadbHOTO TIOHMMaHHUS BOIIPOCOB,
03BYYCHHBIX Ha JICKIUU.

[Ipu camocTOSITENIBHON TPOPA0OTKE Kypca 00yJaromuecs T0JDKHBIL:

- IpOCMaTpUBaTh OCHOBHBIC OTIPEICTICHUS U (DaKThI;

* IOBTOPHTH 3aKOHCIIEKTHPOBAHHBIN HA JICKIIMOHHOM 3aHSATHH MaTepHUall M JJOTIOJHUTD €r0
C Y4eTOM PEKOMEHIOBaHHOU MO JAHHOW TeMe JINTEPATYPHI;

* U3YUUTh PEKOMEHJIOBAHHYIO JIUTEPATYPY, COCTABIATH TE3UCHI, AHHOTAIIUU U KOHCTIEKTHI
HanboJee BaKHBIX MOMEHTOB;

* CAMOCTOSITEIFHO BBITIOJIHATH 3aJJaHUsI, aHAJIOTMYHBIC TIPE/JIaracMbIM Ha 3aHATHSX;

* MCIIOJIH30BATh ISl CAMOTIPOBEPKH MaTepuaibl (POHIA OLIEHOYHBIX CPEJICTB.

1. Meroauuyeckue ykazaHusi Npu padore HA/l KOHCIIEKTOM JIEKIIUU

B xome 7eKIMOHHBIX 3aHATHH HEOOXOAWMO BECTH KOHCIIEKTUPOBAHHME Y4YeOHOrO Marepuana.
OOpamath BHUMaHHE Ha KaTeropuu, (GOpPMYIHUPOBKH, PACKPBHIBAIOIIME COACPXKAHME TEX WM HHBIX
SIBICHUH W TPOLIECCOB, HAYYHBIE BBIBOJBI M TNPAKTUYECKHE PEKOMEHAALNH, TOJIOKUTENbHBIA ONBIT B
OpaToOpcKOM HcKyccTBe. JKenaTenbHo OCTaBUTh B paO0YMX KOHCIIEKTAX I0JIsl, Ha KOTOPBIX JIeaTh HOMETKU
W3 PEKOMEHJIOBAHHOW JMTEPATyphl, JONOJHSIONIME MaTepuan HNpOCIyIIaHHOM JIeKUHWH, a TaKxKe
HOAYEPKHUBAIOIIME OCOOYI0 BaKHOCTh T€X WJIM UHBIX TEOPETUYECKMX MOJIOKEHUH. 3anaBarh
IPerojaBaTe/ll0 YTOUHSIONIME BOIPOCH C LIENBI0 YSICHEHUS TEOPETHUECKUX IOJNOXKEHUH, pasperieHus
CIIOPHBIX CUTYaLUH.
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2. MeTO[[I/I‘leCKI/Ie YKa3aHust 110 CaMOCTOSTEIbLHOI paﬁoTe Haal M3yYaeMbIM
MaTepuaJioM U NNIpUu MOAT0TOBKE K J'[aﬁ()paTOprIM 3AaHATUAM

HaunnaTs Hao0 ¢ ©3y4eHHs peKOMEHI0BaHHOM TuTeparypsl. Heo0X0nuMo MOMHUTB, YTO Ha JISKIIUH
00BIYHO paccMaTpUBAETCS HE BECh MaTepHall, a TOJIBKO ero 4acTh. OcTanbHas ero 4YacTh BOCIOIHSIETCS B
Ipolecce caMOCTOATeNbHOM paboThl. B cBsi3u ¢ 3TUM paboTa C PEKOMEHAOBAHHON JIUTEpaTypoil
obs3atenbHa. Ocoboe BHUMAHUE IPH 3TOM HEOOXOAUMO 0OpAaTUTh HA COJEPKaHUE OCHOBHBIX IOJIOXKEHUN
U BBIBOJIOB, OOBSICHEHUE SBJICHUH M (DAKTOB, YSCHEHUE MPAKTUYECKOr0 TMPUIIOKEHHS paccMaTpHBaeMbIX
TEOPETUYECKUX BOMPOCOB. B mporecce 3Toi paboThl HEOOXOAUMO CTPEMHUTHCS MOHSATH M 3alIOMHHTH
OCHOBHBIE TTOJIOXKEHHSI PACCMaTPUBAaEMOI'0 MaTepHasa, IpUMepbl, OSCHSIONIHE €ro, a TAKXKe pa300paThes
B WUIIOCTpaTHBHOM Matepuane. OGopMIsTh OTYETHl CIEAyeT pPYKOBOJACTBYSCh BHYTPEHHUMH
HOPMaTUBHBIMU JToKyMeHTaMu KHAT'Y.

3. Meroauueckue yka3anus /sl BbINOJHEeHUs J1abopaTopHbIX pador u PI'P

JIABOPATOPHAA PABOTA Ne 1

Hassanue padorsl

OpraHu3anusi KOHCAJITHHTOBOM KOMITAHUU
Hean

[To3HAKOMHUTBCS HA MPAKTUKE C OPTaHU3AIMOHHON CTPYKTYPOH KOMITaHHH T10
MPOBEACHHUIO ayIUTy HH()OPMAIIMOHHOW 6€30MTaCHOCTH MPEATIPHUSTHSL.
IporpaMmMHo-anmapaTHbie CpeaACTBA

Kommsrorepras nadoparopus, ctanaapTHeie cpeactBa Microsoft Office.

IToHATMMHBIN anmapaT

Koncanmune — J1eSITEILHOCTh 1O KOHCYJBTUPOBAHHUIO IPOU3BOAUTEIICH,
IPOJIaBIIOB, IOKyIarejgeld IO I[IHPOKOMY KPYry BOIPOCOB B  cdepe
TEXHOJIOTUYECKOMH, TEXHUYECKOM, AKCIIEPTHOU JICSITEIbHOCTH. Lenn
KOHCAJITHHIa — IIOMOYbh MEHEJPKMEHTY B JIOCTH)KCHHMM 3asBJICHHBIX Iieneii[16].
KoHcanTuHroBeie KOMIaHWU CHEHHATU3UPYIOTCA MO OTIEIBHBIM HAIPaABICHUSAM
JCATCIBHOCTH (HanpuMep, GUHAHCOBOM, OPraHU3aIlIMOHHOM, CTPATEIMUYECKOM )

OcHoBHaAs 3ajada KOHCAJITHHTA 3aKJIIOYacTCsS B aHalM3e, OOOCHOBAHHU
MEPCIECKTUB PAa3BUTHUS U UCITOJIb30BAHUS HAYYHO-TEXHUYECKHUX U OPTraHU3alMOHHO-
SKOHOMHUYECKUX MHHOBAIIUH C y9eTOM IMPEIMETHOU 00JIACTH M MPOOJIeM KIMCHTA.
MuapIMU cioBaMH, KOHCAJITHHT - 3TO JII00as MOMOINb, OKa3bIBacMas BHEITHUMU

KOHCYJIbTAHTAMU, B PEIICHUU TOW WJIM UHOU MPOOIEMBI.
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Hnugpopmayuonnaa éezonacnocms (11b) nexoropoit UC — 310 ypoBeHb ee
3alMIIEHHOCTH OT CJIy4YalHOro WM MPEJHAMEPEHHOr0 BMEIIATEIbCTBA B
HOPMAaJIbHBIN TporiecC (DYHKIIMOHMPOBAHUSA, a TaKKe OT TIOMBITOK XHUICHUS,
M3MCHCHUS WM Pa3pyIICHUS UX KOMITIOHECHTOB.

Cucmema 3auwumot ungpopmayuu (C31) — 310 cucrema, odbecrieunBaroniast
uH(popMaImoHHyto 0e3omnacHocTh HekoTopoi NC.

Ayoum ungpopmayuonnoii 6e3onachocmu — 35TO CHUCTEMHBIM MPOIECC
MOJTy4eHHUSI OOBEKTHBHBIX KAYCCTBEHHBIX M KOJUYECTBCHHBIX OIEHOK TEKYIIETO
COCTOSIHUSI MH(OPMAIIMOHHONW OE€30MacHOCTH HEKOTOpPOM  HMH(POPMAIIMOHHOM
CHUCTEMBI, B COOTBETCTBHHM C ONPECICICHHBIMH KPHUTCPUSIMH W TOKa3aTCIIIMH
0€30IacCHOCTH.

Konguoenyuanonocms (Confidentiality of Information) — sto cBoiicTBO
uHpOpMaI¥K ObITh U3BECTHON TOJIBKO JTOMYIIEHHBIM ToJib3oBareisiM VC.

Ilenocmnocms (Integrity of Information) — ato cBoiicTBO MH(pOPMAIIUK OBITH
HEU3MEHHON B CEMAaHTUYECKOM OTHOIICHUH.

Jlocmynnocms (Availability of Information) — sto cBoiicTBo mHbOpMaIuu
OBITH CBOOOTHOM HA JTIOCTYII B ONIPEIeNICHHBIII MOMEHT BPEMEHHU.

Jocmyn k ungopmayuu (Access to Information) — BO3MOXKHOCTH
o3HaKoMJICHHS ¢ nHpopManuen, ee oopadborka. Hampumep, dreHue, KOmUpoBaHHE,
MoAu(GUKAIWS WX YHHYTOXKEHUE HH(DopMaIuy.

[lenocTHOCTH, KOH(MUICHIIUATLHOCTh U MOCTYMHOCTh pecypcoB MC BmomHe
BO3MOHO U3MEPSITh, HATPUMED, HA KAYECTBEHHBIX IIKAJIaX, MPUBIIEKAs SKCIIEPTOB.

OBILIUE CBEJEHUSA

Kpyr mpobnem, pemraeMbpix KOHCAJITHHTOM, BEChbMa IIUPOK, KPOME TOTO,
CHeIuanu3anus KOMIIAHUN, TPEIOCTABISIONNX KOHCAITHHTOBBIE YCIYTH, MOXKET
OBITh  PA3NIUYHOW: OT Yy3KOH, OTPAaHWYMBAIOMICHCS KaKUM-ITHOO  OJHUM
HaIPaBJICHHEM KOHCAJTHUHTOBBIX YCIYT (Hampumep, ayauT), IO CaMOW IIMPOKOM,
OXBAaTBIBAIOILIEH MOJHBIA CHEKTP YCIAYr B 3TOM 00sacTi. COOTBETCTBEHHO 3TOMY,
Kbl crenranucT (WM Kaxnaas dupma), padoTaromias B JaHHOM 00JacTw,

BKJIAAbIBACTC IIOHATHC KOHCAJIITHHIA COOCTBEHHBI CMEICII H npuaact cmMy
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COOCTBEHHBIN OTTEHOK, OMPEEIIEMbIil HAITPaBICHUEM AESATEIbHOCTH KOHKPETHOM
KOMIIaHUU.

Nrak, KoHcanTuHr - 3TO BUJA HHTEIUIEKTYaJbHOU NESATEIBHOCTH, OCHOBHAS
3aJa4a KOTOPOro 3aKJII0YaeTCsl B aHalu3e, 00OOCHOBAHUU NEPCIEKTUB Pa3BUTHUS U
WCIIOJB30BAHUS ~ HAYYHO-TEXHMUYECKMX W  OPraHU3alMOHHO-DKOHOMHYECKHX
MHHOBAIMI C yYETOM NPEeIMETHOM 001acTi 1 MpodeM KIMEHTa.

KoHcantuHr  pemaer  BONpPOCHl  yNPaBIEHYECKOW,  OKOHOMHYECKOH,
(MHAHCOBOM, WHBECTUIIMOHHON JIEATEILHOCTH OpraHU3allil, CTPaTEerHyecKoro
IUTAHUPOBAHUSA, ONTUMHU3ALMK OOLIEro (PyHKIMOHUPOBAHUS KOMIIAHUU, BEICHUS
Ou3Heca, UcCleOBaHMs U MPOTHO3UPOBAHUS PHIHKOB COBITA, IBH)KEHUS 1IEH U T.1.
NHbIMU crioBaMU, KOHCAJITHUHT - 3TO JiI00asi MOMOIIb, OKa3biBaéMas BHEITHUMU
KOHCYJIbTAHTAMHU, B PEIICHUH TON WM UHOW MPOOIIEMBI.

OcHOBHasi 1eJb KOHCAJNTHMHra 3aKJIIOYaeTcs B YIYYIIEHUHM KayecTBa
PYKOBOJICTBA, MOBBIIMIEHUH 3PPEKTUBHOCTH AESATEIBHOCTH KOMIIAHUU B LIEJIOM U
YBEJIIMYEHUH UHIUBUAYAIbHON MPOU3BOAUTENBHOCTH TPYAA KaXKI0T0 pabOTHHUKA.

CortacHO pacnpoCTpaHEHHOMY MHEHHMIO, K YCIIyraM BHEIIHUX KOHCYJIbTaHTOB
oOpalaroTcss B OCHOBHOM M B IEPBYIO Oue€pelb T€ OpraHu3allid, KOTOpHIE
OKa3aJlMCh B KPUTUYECKOM IMoyoXkeHuUu. OIHAKO NOMOLIb B KPUTHYECKUX

CUTyaluigX - OTHIOJAb HC OCHOBHAsA q)YHKHI/ISI KOHCaJITHUHI'QA.

KOHTPOJIBHBIE BOITPOCBHI

Uto Takoe KOHCAITUHT?

KakoBa ocHOBHas 3a/1aua KOHCAJITHHTA?

Uto moHUMAIOT 1101 UH(POPMAITMOHHOM 0€30MTaCHOCTHIO?
Urto npeacraBisgeT co00l cucTeMa 3amuThl HHpopMammm?
Uto nonumarot noj aynurom Mb?

[lepeuncnuTe OCHOBHBIE CBOMCTBA HH(MOPMAITUH.

N o g bk~ 0D

KakoBsI criocoOb1 n3MepeHusi CBOMCTB WH(pOpMAIu ?

3AJJAHUE HA JTIABOPATOPHYIO PABOTY Ne 1
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Ha3zBanue padooTnl

Opranu3anusi KOHCaITUHIOBOM KOMIIAaHUH

3ananue

. I3y4uTh OCHOBHOM TEOPETUYECKUN MaTepHral

. Co31ath CTPYKTYPHYIO MOJI€NIb KOHCAJITUHIOBOM KOMITAHUH.

. [IpoBecTu OpraHu3alMOHHBIE MEPOIPUITHS 0 MOATOTOBKE MPOBEACHUS ayIUTa.
. YTOUHUTD LIETH U 33J]a44 ayJAUTa

. ChopmupoBaTh pabouyro rpynmy

.HOIIFOTaBJII/IBaCTCSI U COINIACOBBIBACTCS TCXHUYCCKOC 3alaHUC HaA IPOBCIACHUC

ayJuTa KOMIIaHUH (110 BapuaHTaMm).

. Cobupatb HHPOpPMALIUIO U 1aTh OLEHKY CIEAYIOLUIUX MEP U CPE/ICTB:

v OpraHU3aIMOHHBIX MEpP B 00J1aCTH HHPOPMAITMOHHON 6€301TaCHOCTH;
v IPOTrPaMMHO-TEXHUYECKUX CPEJICTB 3alTUThl HH(OPMAIINH;

v’ oOecrneuyeHus: pU3MYECKON GE30MACHOCTH.

CTpyKTYypa OCHOBHOI1 YacTH O0TYETA

1. CrpykTypa 1 onmMcaHWe KOHCAUITMHIOBONW KOMITAaHUH.
[IepeyeHb ycayr KOHCAITHHIOBOW KOMITAHUU.
CocraB paboyeit TPyIIIIHL:
Llenun u 3amaun aygura Ub:

Texanueckoe 3agaHue:

S

[Tpuaymate nnu ucnons3oBaTh peanbHyto MC HEeKOTOpoil opranuzanuu
(o BapuaHTam).

7. VIcxongHble JaHHBIE O 3aKa3YUKE:

8. BBIBOIBI MO pe3ynbTaTaM aHaIN3a UCXOMAHBIX TaHHBIX OT 3aKa34nuKa

9. OtBeThl HA KOHTPOJIHHBIE BOIIPOCHI:

15



JIABOPATOPHAA PABOTA Ne 2

Ha3zBanue padooTnl

TabnuyHble METO/IBI OLICHKU W aHaIM3a UH(OPMAIIMOHHBIX PUCKOB.
eJib
[lo3HaKOMHUTBCSI Ha MPAKTUKE C TaOJIMYHBIMA METOJAMH OLEHKH M aHajlu3a
PUCKOB MH(OPMAIMOHHOW 0€30MaCHOCTH.

IIporpamMMHoO-annapaTHbie CpeaCTBA

Kommnerotepnas naboparopusi, cranaapTaeie cpeactsa Microsoft Office.

ToHATHHMHBLIA annapar
Cucmema — 3TO COBOKYMHOCTh TEXHMUYECKHUX CPEJCTB, JIOJed M Ou3HEC-

IIPOIIECCOB, COBMECTHOE HCIIOJIB30BAaHNE KOTOPBIX CIIOCOOCTBYET JOCTHKEHUIO
ornpeaencHHbIX nenei (cormacuo 'OCT 34).

Hnupopmayuonnan cucmema (MUC) — s10o mrobas cuctema (Hampumep,
koMmmbtoTepHas — KUC — Bkirouaromias B ce0st MelH(pelMBbl, JTOKaJbHbBIE CETH,
y3JIbl IOCTYTa, KOMIBIOTEPHI), WK porpaMmMmHoe odecriedenue (I10, 3anmymenHoe
B paMKaxX CHCTEMBI), KOTOPBIE HCIOJIb3YIOT HH(OpPMAIMOHHBIE PECYPCHl MJiA
yIIOBJIETBOPEHUSI HYXJ COOCTBEHHUKA WIIN MOJIb30BATENIECH CUCTEMBI.

Puck ungopmayuonnoii 0e3onachocmu — 3TO BO3MOXKHBIE TIOTEpH
cooctBennuka MC, cBA3aHHBIC C peain3alfieil HEKOTOPOU yrpo3bl 4epes OJHY WIIH
HecKoJbko ysa3Bumocteit UC nu C3U.

Yeposa HB (Threat) — cocraBnsiomas pucka, KOTOpas OIPEACIseT
COBOKYITHOCTb yCIIOBUN U (haKTOPOB, KOTOPBIC MPSIMO HJIK KOCBEHHO MOTYT CTaTh
MPUYUHON HAPYIICHHS I[ETOCTHOCTH, JOCTYIMHOCTH WM KOHQUICHIMATHLHOCTH
uHpopmaru, odpadbareiBaeMoii HekoTopoir C, unn BbIXo/1a U3 CTPOS dJIeMEHTa
WJIA BCEU CHCTEMBI B LIEJIOM.

Yazeumocms (Vulnerability) — cocraBistromnias pucka, KoTopas ONpeaessieT
HeKoTOpoe «HeymadyHoe» cBoiictBo C3U umum HC, paromiee BO3MOXKHOCTH
peann3oBaTh Ty WIK UHYIO yrpo3y Ub.

Onpeodenenue pucka — 5TO TPOIECC BBISIBICHUS PHUCKA, a TaKXe €ro

COCTaBJISIIOIINX: YTPO3 U YSI3BUMOCTEH.
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Ouyenka pucka — 3T0 IPOLECC ONPEIEIICHUS KA, KPUTEPUEB U U3MEPEHUS 110
HUAM CYIIECTBYIOIIUX PUCKOB. OIEHKa PHUCKOB MCHOJB3YETCA JISI ONPEACICHUS
pacTyliero noTeHuuana yrpo3 U puckoB, accoruupoBanHbix ¢ MC. [lna oueHku
PHUCKOB, KaK IMPaBWJIO, MPUMEHSIOT KOCBEHHBIC IIKAJIbl, KPUTEPUHU ISl KOTOPBIX
OBIBAIOT OOBEKTUBHBIMU (HalpUMEp, BEPOSTHOCTh BBIXOJA U3 CTPOSi HEKOTOPOTO
y371a 00OpyJOBaHUS B TEUYEHHUE OIPEJCICHHOIO CpPOKa), JUOO CYObEKTUBHBIMU
(HampuMep, OIIEHKa BIAJeNblleM HH(OOPMAIMOHHOIO pecypca YpPOBHS pHUCKa
BBIXO/Ia U3 CTPOSI HEKOTOPOTO y3j1a UHPOCUCTEMBI).

AHnanu3 pucka — 3To IPOLECC ONpenesieHns U olleHku pucka Mb Hexkotopoi
MH(GOPMAILIMOHHON CUCTEMBbI, POBEACHHBIN MO OAHON U3 CYIIECTBYIOIIMX METOJIUK.

Ynpaenenue puckamu — 310 Tpolecc aHanM3za PUCKOB U BBIOJIHEHUE

HCKOTOPLIX }IGIZCTBHﬁ BCAYININX K CHUKCHUIO PUCKOB 10 IIPUCMIICMOI'O YPOBHA.

IToaxoas! K oeHKe, AaHAJIU3Y U ynpaBjieHuo puckamu Ub
B Hacrosmiee BpeMs BaXXHEWIIMMHM  3aJavyaMu, CTOSIIIUMHU  TEpeN
PYKOBOJIUTEIISIMU, OTBETCTBEHHBIMH 32 OPTaHU3AIMIO pexuMa MHPOPMAIMOHHON
6e3onacHoctu (UB), saBngercss 3amada OlLIEHMBAaHHS, aHANIM3a W YIPABICHUS
uHdopmanronusiMu  puckamu (UP). Jlns pemenus >Tux 3amad HEO0OXOIUMO
OTBETUTH Ha CIIEIYIOUIME BOIPOCHI:
1. Ha kakue KpuTepud ¢ TIOKa3aTeld HEOOXOAUMO OMHPAThCA TNpU
MIPOBEJICHNHY OIICHUBAHUS CUCTEMBI 3alTUThI HUH(POpMaIuu?

2. Kax ornieHUTh MHPOPMAIIMOHHBIE PUCKH MPETPUITHS?

3. Kakyro Meroawky BbIOpaTh nJisi aHaIW3a U YIPaBICHUS pPUCKaAMU
NPUMEHUTENBHO K KOHKPETHOM OpraHu3anuu’?

Jlist oTBeTa Ha 3TH BONPOCHI W pemieHus 3amad obecmeuenus Wb B
TEXHOJOTHYECKU PAa3BUTBIX CTPAaHAX MOSBUIOCH HOBOE NOKOJEHHE CTAHAAPTOB
nH(OPMAITMOHHONW 0€30MacHOCTH, TOCBSIICHHBIX MPAKTUYECKHM BOIPOCAM
opranuzanuu pexxuma b B opranuzanusx. 3To MeXAyHApOAHbIE U HALIMOHAJIbHBIE

CTaHJAPTHI OIICHKU W YIpaBIeHUST HHPOpMAMOHHON Oe3omacHocThIO: ISO 15408,
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ISO 17799, BS 7799, BSI, a Takke cTaHIapThl ayauTa, B ONPEACICHHON CTeNEeHU

orpaxaromue Bonpocsl Mb: COBIT, SAC, COSO, SAS 55178 u np.

B cooTBeTcTBMM € 3TUMMU CTaHAapTaMy opranusanus pexuma b opranusanuu

COCTOHUT U3 CIICAYIOIIUX OTAITIOB:

1.
2.

IToctanoBka 1ieneit ooecneuenus b opranuzanuu.

Coznanue 3¢ pextuBHOM cuctemsl ynpasieHus Ub.

Pacuer KadyeCTBEHHBIX M KOJWYCSCTBECHHBIX IOKa3aTeleH i OICHKHU
cooTtBeTcTBUS Vb mocTaBIeHHBIM 1ICTISIM.

[Ipumenenue mHcTpymeHTapusi obecrnieueHuss Ub u onenku ee Texkyiero
COCTOSIHHS.

Hcnons3oBanne HEKOTOPOW METOAMKH C pa3pabOTaHHOM CHCTEMOU
KputepueB u mep obecrneuenus: b, B mporecce aHanuza U ynpaBJICHHUS
pucKaMu HUH(POPMAITMOHHON OE30MaCHOCTU MJisi OOECIeUCHHS TEKYIIEro

COCTOSAHUA ACI B OpraHU3aliiu.

KnroueBbim MOMCHTOM ACATCIIBHOCTHU CHCTCMBbI HH(i)OpMaHHOHHOﬁ

0Ee30IacHOCTH SBIISIETCS OOecIeueHue OOCTOBCPHOCTH BCCX I/IH(bOpMaI_II/IOHHBIX

MponecCCoOB OpraHu3alv, TaK KaK PYKOBOIACTBO COBpGMCHHOfI KOMIIaHHMH IIO

CYLIECTBY HMMEET JIeJI0 TOJBKO ¢ WH(pOpManuell M Ha €e OCHOBE MPUHUMAET

pemenue. OgHako Ha obecrnieueHue Vb Henmb3s moTpaTUTh BCE ICHBI'M OpraHU3aIuH,

II0O2TOMY H€O6XOI[I/IMO BBIICHUTDL PAa3yMHYIO CTOHMMOCTL CHCTCMbI 3alllUThI

unpopmaruu (C3U1). Beigenstor cienyromnue moaxoasl kK onenke croummoctu C3U:

1.

HaykooOpa3Hbplii 1oaxoj — 3akiodaercs B TOM, 4YTOOBI CO37aTh
WHCTPYMEHTHI ~ OIICHUBAHHMS CTOMMOCTH 3alluIaeMold HH(pOpMAIuu
(HampuMep, ¢ TOMOINBIO APKCIEPTHBIX CHCTEM), TPHUBICKAs IS 3TOTO
OpraHu3aIrlo, Kak COOCTBEHHHMKAa HWH(GOPMAIMH, C ICJIbI0 OICHUBAHHS
CTOMMOCTH HH(GOPMAIMOHHBIX PECYPCOB, BBIICIICHUIO CYIICCTBEHHBIX IS
JAHHOM OpraHW3aIliy yIPo3 U YSI3BUMOCTEH, ONpeIeSICHHUs] BEPOSITHOCTH UX
peanusarnuu, onpeacieHue ymep6a. CymecTBEHHO, YTO TMPH  3TOM

OpraHu3alus cama 0CO3HaeT MPoOJIeMy COXPAHHOCTH CBOEH MH(OpPMALIUH.
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2. llpakTrueckuil MOAX0J — 3KCHEPTHI-NPAKTUKUA B obnactu Wb Belaenunn
ONTUMAJIBHBI BapHaHT 3aTpaT Ha obOecneduenne Wb opranuszanuu, a
nMeHHO: ctouMocTh C3UM nomxHa coctaBiste npumepHo 10-20% ot
CTOMMOCTH caMOil HH()OPMAITMOHHONW CUCTEMBI OPTraHU3aLUU. ITOT MOJAXO0]
JA€T BO3MOXKHOCTb 3apaHee CIPOTHO3MPOBATh 3aTpaThl Ha oOecreyeHue
Ub.

B ananuze puckos, 1o jat000i H3BECTHON METOJIMKE, ECTECTBEHHOE TpeOOBaHUE
COCTOHUT B OIPEJEIEHNN PUCKOB U UX COCTABJISIOLINX — YTpo3 U ysa3BuMocTel. [Ipu
ATOM BO3HMKAET TPEOOBAHME MOJHOTHI COCTaBIEHHOIO CIKCKa KJIACCOB pUCKOB. B
psane pykoBoacTB no Wb Ttakue cnucku npuBoasTcs. Hampumep, B repMaHckoM
crangapre BSI, wumeercs karasor yrpo3 s pa3IMYHBIX ~ AJEMEHTOB
uHpopmanronubix cucreM (MC). IlonokuTenbHblii MOMEHT OT HMCHOJIb30BAHUS
TaKUX CIMCKOB COCTOUT B MX IMOJHOTE, T.K. KJIaCChl YIp03 OOBIYHO MCUHCIIAIOTCS
NECIATKAMU, OHU JIOCTATOYHO IIHPOKHM U TIIOKPBIBAIOT BCE CYIIECTBYHOLIEE
MHOECTBO PUCKOB. OTpULIATEIbHBI MOMEHT 3aKJII0YAETCS B CIIOXKHOCTU OLIEHKH
YpOBHSI PUCKOB U T0J100pa 3(h(PEKTUBHBIX KOHTpMEpP [JIsi KOHKPETHOTO Kiacca
pUCKOB. B cBsi3u ¢ 3TUM, OlleHUBAaHHWE PUCKOB OOBIYHO MPOBOJSAT MO OTIEIBHBIM,
KOHKPETHBIM IOJKJIacCaM PUCKOB.

[Tocne onpeneneHus puCKOB, ONPEAEIAIOTCS IKAIbl U KPUTEPUU 110 KOTOPBIM
oun m3mepsitorcs. llIkansl MOTYT OBITH TPSIMBIMH (HAapuUMeEp, IIKAJIbl U3MEPEHUS
¢u3nyeckux BEIMYMH) M KOCBEHHBIMH (HampuMmep, IIKajJa U3MEpEeHHs
CYOBEKTHUBHOT'O CBOMCTBA «IIEHHOCTb MH(OPMAIIMOHHOTO pecypcay). s ouleHku
PHUCKOB MPSIMBIE IIKAJIbI KaK IPABUJIO HE IPUMEHSIIOTCS.

Kputepuun 111 OIEHKM pPHCKOB OBIBalOT OOBEKTUBHBIMH (Hampumep,
BEPOSATHOCTh BBIXOJAa U3 CTPOSI HEKOTOPOro y3ima OOOpyAOBaHHS B TEUYCHHE
OTIPE/IETICHHOTO CpOKa), JTUOO CyOBEKTUBHBIMHU (HANpUMeEp, OICHKA BiaJesbleM
MH(POPMAIMOHHOTO pecypca ypOBHSI pUCKA BBIXOJA M3 CTPOsS HEKOTOPOTO Yy3ja
UH(OCHUCTEMBI).

B wmertonukax ananuza puckoB Wb 0O0BIMHO NPUMEHSIIOT CYOBEKTHUBHBIE

KpUTCPpHUH, I HU3MCPCHHA KOTOPLIX MCIIOJIB3YIOT KAaUCCTBCHHBLIC HIKAJIbI. 210
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CBSI3aHO C TE€M, YTO OIIEHKA PUCKa JI0JKHA OTPaXKaTh CYOhEKTUBHYIO TOUKY 3PEHUS
BlaJenblia HMHPOPMAIMOHHBIX PECYpCOB, a TaKKe YUYUThIBAaTh HE TOJIBKO
TEXHUYECKYI0, HO M OPTraHU3aI[MOHHYIO U MPAaBOBYIO CTOpOHBI obecnieueHus: Ub.

JI711 mpaBUIIBHOTO OLIEHUBAHUS PUCKOB OYE€HBb BaKHO PACCYUTATh BEPOSTHOCTD
TOTO WX UHOTO cOObITHS. [I[puMeHuTENBHO K o1leHKe puckoB Wb ucnonb3yror aBa
TOJIKOBAHUSI BEPOATHOCTHU: BEPOSITHOCTh OBIBAET OOBEKTUBHAS U CYyOBEKTHBHAS.
[Toxg 00BEKTUBHOM BEPOSTHOCTHIO TOHUMAETCSI OTHOCUTEIbHAS 4YaCcTOTA MOSBJICHUS
KaKoTo-J11M00 coObITHS B 00IIeM 00beMe HaOMOAeHUN. DTOT MOAX01 IPUMEHSIECTCS
Ipy aHaJIu3€ Pe3yJIbTaTOB OoJbIIOro uuciia HabmoaeHui. [log cyObeKTUBHOM
BEPOSITHOCTHIO TIOHMMAETCS Mepa YBEPEHHOCTH JKcmepra (WId HECKOJBbKUX
9KCTIEPTOB) B TOM, UTO JaHHOE COOBITHE MPOU3OMIET.

Jns  omenku puckoB Wb cymectByer psa  nonxomoB.  Hambonee
pacrpocTpaHeHHbIE U3 HUX — OIIEHKAa PUCKOB I10 JBYM U TpeM (hakTopam.

CyTb OLIEHKH PHUCKOB 1O IBYM (haKTOpaM 3aKJII04aeTcs B TOM, YTO PHUCK TeM
OombIiie, yeM OOJbllle BEPOSITHOCTh HMHIUMACHTA M yIEepd NpPUYUHEHHBIN HUM.
JlaHHYIO OLIEHKY MOKHO BBIPa3UTh (POPMYIION:

R=PoC

rae R (Risk) — 3mauenme pucka, P;(Incident Probability) — BepostHOCTB
uanuaenra, C (Cost) — Bo3MoxHbBIN yiiep0, HaHocuMmblii MIC mpu KOHKpETHOM
uHIACHTE (0OBIYHO B JIeHE)KHOM dkBuBanieHTe). Eciu P u C — xonuyecTBeHHbIE
BEJIMYHMHBI, TO CHMBOJI © — 0003HAYaeT OOBIYHYIO ONEPAIMI0 YMHOKEHHUS U R — 3TO
MaTeMaTH4ecKoe OXKHJAaHUuEe ToTepb. Eciu nepeMeHHble — KaueCTBEHHbIC
BEJIMYHMHBI, TO YMHOXEHUE HE OMPEEICHO U JIJISl pacueTa ypOBHS PUCKA OOBIYHO
CTPOST TaOJUIIBI PUCKOB.

Bropoil moaxo K OLEHKE PUCKOB, 3aKIIOYAETCS B UCIOJIb30BAHUU METOAMK
YUUTBIBAIOIIKUX TPHU (aKTOpa: yrpo3a, ysi3BUMOCTb, yIIepo.

B ocHOBe METO/I0B OLIEHKHU YTPO3 U YA3BUMOCTEN MOTYT JIEXKATh:

1. DkcnepTHbIE CUCTEMBI.

2. CraTHCTHYECKHE JAaHHBIC.
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3. Yuyer ¢pakTopoB, BIUAIONINE HA YPOBHH YIPO3 U YSI3BUMOCTEH.

[Ipu TpexpakTOpHOM MOAXOE OLIEHKY PUCKA MOKHO BBIPA3UTh (POPMYIION:

R=P,oC

P,=P;-P,
rne Pt (Threat Probability) — BepostHOCTE yrposei, Py (Vulnerability
Probability) — BeposiTHOCTE yS3BUMOCTH. AHAJIOTUYHO, KaK B MPEIbIIYIIEM

moaxoac, CMUMBOJI © — 0003Ha4aeT O6BI"IHYIO OIICpalli0 YMHOKCHH:, B CJIy4dac €CJIN
N3MCPUTCIIBHBIC HIKAJIbl KOJIMYCCTBCHHBIC. B unom ClIy4ac, BHOBb HpI/I6eFaIOT K

Ta0JIMYHOMY CIIOCOO0Y OIIEHKH PUCKOB, HO YK€ B 3aBUCUMOCTH OT TpeX (haKTOPOB.

TABJINYHBIE METOAbI OLIEHKU 1 AHAJIN3A PUCKOB UBb

B Hacrosmiee BpemMs H3BECTHO MHOXKECTBO TaOJUYHBIX METOJOB OICHKHU
puckoB Wb opranmzanuu. BaxHo, yToOBl OpraHu3aniuu cama BbIOpaia ais cels
HNOJXOSAIIMNA METOJI, KOTOphIM obecnieunBan Obl KOPPEKTHBIE U JOCTOBEPHBIE
BOCTIPOU3BOJIUMBIE PE3yJIbTATHI.

PaccmoTpum HEKOTOpbIE METO/IbI, KOTOpPBIE PEKOMEHI0BaHbI
MEXIYHAPOJHBIMU CTaHAApTaMH HWH(OpMAIMOHHOW O€30MacHOCTH, TJIaBHBIM
obpazom ISO 17799 (BS 7799). CymiecTBeHHO, YTO B HHUX KOJIMYECTBECHHbBIC
MOKAa3aTeJ CYIECTBYIONIUX WX MPEAJIaraeMbIX (PU3MUYECKUX PECypCOB KOMITAHUH
OIICHMBAIOTCS C TOYKH 3pPEHUS CTOMMOCTHM WX 3aMEHBl WM BOCCTAaHOBJICHUS
paboToCIOCOOHOCTH  pecypca, TO €CThb KOJIMYECTBEHHBIMH METOJaMH. A
CYIIECTBYIOIINE WJIM TPEIoIaraéMble IPOrpaMMHBIE PECYPCHI OIEHUBAIOTCS TaK
Ke, KaKk U (Pu3nyeckue, TO €CTh MPHU IOMOINM OINPEACICHHUs] 3aTpaT Ha HX
MPUOOPETEHNE WM BOCCTAHOBJICHHE KOJMYECTBEHHBIMUA METOIaMH.

Ecin obnapyxwurcs, uyto Kakoe-nmuOo mnpukinagHoe [IO wmmeer ocoObie
TpeOOBaHMsA K KOH(DHICHIIMATBHOCTH WM IEIOCTHOCTH, HAMPUMEpP, MCXOJHBIN
TEKCT HMMEET BBICOKYID KOMMEPUYECKYI0 II€HHOCTh, TO OIIEHKAa 3TOTO pecypca
MPOU3BOJUTCS B KOJMYECTBEHHOM BBIPAKCHHHM IO TOM XKE CXeme, 4TO W IS

HH(POPMALIMOHHBIX PECYPCOB.
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KonuuectBennsle  mokaszarenu  uMH(popMauuoHHbIX  pecypcoB  (HP)
PEKOMEHIYeTCsl OLICHUBATh MO PE3ybTaTaM OIMNPOCOB COTPYAHUKOB KOMIIAHUM —
BIIAJICTBIIEB MH(POPMAIUHU, TO €CTh JIOJXKHOCTHBIX JIUIl KOMITAHUHU, KOTOPHIE MOTYT
OMPENIeNUTh LICHHOCTh UHPOPMAITNH, €€ XapaKTEPUCTUKU U CTETIEHb KPUTUYHOCTH,
ucxonst u3 (aKTUUYECKOTO ToJIoKeHus Jneil. Ha ocHoBe pesynbTaToB oIpoca
MPOU3BOJAUTCS OLECHUMBAHUE IIOKA3aTeJed W CTEeNeHW KpuTtudyHoctd WP mis
HAUXYJIIIIEr0 BapuaHTa pa3BUTUSA  COOBITUM, BIUIOTH JI0 PAaCCMOTPEHUS
MOTEHITMATBHBIX BO3/ICHCTBUI HA OU3HEC-TIPOIECCHI OPTaHU3aIINH, TTPH BO3MOKHOM
HECAHKIIMOHUPOBAHHOM O3HAKOMJICHUM C KOH(UIEHIIMaTbHOU WH()OpMaIuei,
HapYIIEHUH €€ IIEJIOCTHOCTU, HEIOCTYIMHOCTH Ha Pa3jIU4HbIE CPOKH, BBI3BAHHBIX
OTKa3aMu B OOCIY)XKMBAaHUM CHCTEM OOpPaOOTKM JAHHBIX U Jaxe (U3UIECKOM
yHUYTOXKEeHHH. [Ipw 3TOM mporecc mMonydeHHs KOJMMYECTBEHHBIX IOKazaTesei
MOXET JOTOJHATHCS COOTBETCTBYIOIIUMU METOJMKAMH OIICHUBAHMS JPYTUX
KPUTHUUYECKH BaKHBIX PECYPCOB KOMIIAHUU, YIUTHIBAIOIIIHX

1. besomacHoCTh mepcoHaa.

2. Pasrnamenue 4yacTHOM MHGOPMAIIUH.

3. TpebGoBanusi 1O COOJIOJACHUIO 3aKOHOJATEIBHBIX W HOPMATHBHBIX

MMOJI0KCHUM.
OrpaHuveHus1, BRITEKAIONINE U3 3aKOHOIaTEJIbCTRA.

KOMMep‘IeCKI/IG N SKOHOMHUYCCKHUC MHTCPCCHI.

4
5
6. ®uHAHCOBBIC MOTEPH M HAPYIIICHHS B IIPOU3BOICTBEHHON JACATCIIBHOCTH.

7. OOmIeCTBCHHBIC OTHOIICHHUS.

8. Kommepueckasi HOJUTHKA U KOMMEPUYECKHE OICPAI[UH.

9. IloTeps penyTaryyu KOMIAHUH.

Jlaee KoIMYeCTBEHHBIE MOKA3aTEIM UCITOIB3YIOTCS TaM, TAC 3TO JOIMYCTUMO U
OIpPaBJaHO, @ KAYSCTBECHHBIC — TaM, IJIC KOJIMYCCTBEHHBIC OIICHKHU IO PSIAY MPUYHH
3arpyaHeHbl.  HawOonbllee  pacnpocTpaHEHHE — IMOJYYHIO  OICHHUBaHHUE

KaueCTBEHHBIX MOKa3aTelIeh IIpH IMOMOINK CIICHHUAJIBHO p33pa60TaHHLIX YU CJIOBBIX

LIKaJ, aHAJIOTUYHBIX PACCMOTPEHHOM Jlajiee
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Crnenyromend onepanuen SBISIETCS 3allOJHEHHE Iap ONPOCHBIX JIUCTOB, B
KOTOPBIX MO Ka)XXIOMY M3 THUIIOB YIpO3 U CBSI3aHHBIX C HUM TPyHIE PECYPCOB
OLICHUBAIOTCA BEPOATHOCTU pEANIM3AMUA Yrpo3, YPOBHU YIPO3 U YPOBHU
YSI3BUMOCTEN KaK CTENEHb JIETKOCTH, C KOTOPOM peann3oBaHHas yrpo3a CocoOHa
MPUBECTHU K HETraTUBHOMY BO3J€UCTBUIO. OlLIEHMBAHUE NPOUZBOAUTCA B
Ka4eCTBEHHBIX LIKanax. Hanpumep, ypoBEHb yIpo3 U ySI3BUMOCTEN OLIEHUBAETCS 110
1IKaJI€ «BBICOKMN-HU3KUIN».

Heo6xonumyro wuHbopmanuio coOUparoT, OMpaiiuBas TOM-MEHEIKEPOB
KOMIIAHUH, COTPYJHUKOB KOMMEPUECKHUX, TEXHHUUYECKHUX, KaJIPOBBIX U CEPBUCHBIX
CITY0, BbI€3)Kasi HA MECTa U aHAIU3UPYSI JOKYMEHTAIIMIO KOMITaHUH.

IIpumep npoBeaeHnsi TAOJIUYHOH OLIEHKH PHCKOB
[IpoBenem ananu3 ciaenyromux TUIIOB yrpo3 Mb [t HEeKOTOpOM OpraHu3aluu:

1. YwMblnsieHHbIE HECAHKITMOHUPOBAHHBIE JEHCTBUS JIFOICH.

2. HenpenBuaeHHbIE CTy4YaifHOCTH.

3. OmmubOKu co CTOPOHBI TIEpCOHAA.

4. Hapymenue paboTocrmocoOHOCTH 00opyaoBanusi, ormuoku B [10 u oTka3sl

CPEACTB CBSI3U.

anee cocrabnsiercs nepeuenb UP. st kaxIoro pecypca mepeducistoTCs
OTHOCSIIMECS K HEMY YA3BUMOCTH U COOTBETCTBYIOLIME UM Yrpo3bl. Eciu
CYIIECTBYET YSA3BUMOCTH 0€3 CBSI3aHHOM C HEHl yrpo3bl, WIH CYIIECTBYET yrpo3a, He
CBsI3aHHAs C KAKUMH-JTNOO ySI3BUMOCTSIMHU, TO PUCKOB HEeT. Ho 1 3TH citydan ciemyet
MPEYCMOTPETb.

OTHocsmuecsT K KaXIOMY TUIy HETaTUBHBIX BO3JICMCTBUN YPOBHU PHUCKOB,
COOTBETCTBYIOIIMX IIOKA3aTEIsIM LIEHHOCTH PECypCcoOB, IIOKA3aTelsIM Yrpo3 u

YSA3BUMOCTCH, OICHUBAIOTCS TIPH TTOMOIIH TaOJIUIIBI, aHAJOTHYHOMN Tadmwuie 1.
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YpoBeHb yrpossl
(BEPOATHOCTL €€ OCYLIECTBICHHS)

IToka3aTenb IEHHOCTH pecypca | Huskuii (H) ” Cpennuii (C) ” Boicokuii (B) |

(1151 KAKA0TO pecypea U Yyrpo3bl) YpoBenb YpoBenb Yposennb

YSA3BUMOCTH YSA3BUMOCTH YS3BUMOCTH
(Hjc|B|H|Cc|[B|H|C|B |
| 0 Lofajajaf2isif2]a]4]
| 1 L1232 f3fafsfafos |
| 2 l23)4f3falls|a]s5]6|
| 3 L3flalsfafsfefs|6]c7]
| 4 Lallsiefsfell7z|6f7]s]
u

Ta0auna 1. YpoBHH PHCKOB, COOTBETCTBYIOLIHE T0KA3aTEJIsIM LIECHHOCTH PECypcoB, Yrpo3
YA3BHMOCTEH.

KonnuecTBeHHBIN TOKa3aTenb pUCKa omnpexaensiercss B mkaie or 1 g0 8 u
BHOCHUTCSI B COOTBETCTBYIOIIYIO siueiiky Tabmuibl. Kaxmas crpoka B Tabiwmile
OTpeNieNIAeT TOKa3aTelib IIEHHOCTH pecypca, a KakIbld cTonbern — CTeneHb
OMAaCHOCTH YIpO3bl U YI3BUMOCTH 1Jia pecypca. Hampumep, pecypc umeer
NOKa3aTeNb LIEHHOCTH — 3, yrpo3a UMEET CTENEHb — «BBICOKAs», a ySI3BUMOCThH —
«au3kas». [lokazaTens pucka B 3ToM ciydae Oyzaer paBeH — 5. Pasmep TaOmuisl,
YUHUTHIBAIOLIEH KOJIMYECTBO CTENEHEH OMACHOCTU YIpo3, CTENEHEH OMacHOCTH
ySI3BUMOCTE U KATErOpUH IIEHHOCTH PECYpPCOB, MOXET OBbITh H3MEHEH B
COOTBETCTBHUH CO CITEIM(PUKON KOHKPETHON OpTaHU3aIIHH.

OnucaHHbIl TONXON OMpeaensercs KiacCUpUKalMe paccMaTpuBaeMbIX
puckos. Ilocne Toro, kak oleHUBaHHE PUCKOB OBLIO BBHITIOJHEHO TEPBBINA pa3, €ro
PE3yNbTATHI 11eJIeCO00pPa3HO COXPAHUTh, HApUMEp, B 0a3e MaHHBIX. JTa Mepa B
NAJbHEUIIEM TO3BOJIUT JIETKO ITOBTOPUTH IIOCIEAYIOIIEE OLICHWBAHUE DPHUCKOB
KOMIIaHHH.

PanxxupoBanue yrpos

B Marpuuie nim tabnuiie MOKHO HArJISIAHO OTPAa3UTh CBSI3b MEXKIY YIpO3amu,

HETaTUBHBIMM BO3JICMCTBUSIMM M BO3MOXXHOCTAMHM UX peanuszauuu. (s storo

HY>XHO BBIIIOJHUTD CICAYIOMINC IIaIru.
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Ha nepBoM 11are oueHUTh MOKa3aTeab HETATUBHOIO BO3JCHCTBUSA MO 3apaHee
ONpEJENICHHON LIKaje, Hampumep, oT 1 10 5, i KaXaoro pecypca, KOTOpOMY
YIPOKAET ONACHOCTb.

Ha BTopom mare mo 3apanee 3aJJaHHOM IIKaJie, HAIIPUMEP, Takxke OT 1 110 5,
OLICHUTh BEPOSTHOCTh PEATTU3ALMH KAXKI0H YTPO3BI.

Ha Tperbem miare BEIYMCIUTD MOKa3aTellb pUCKa MYTEM MEPEMHOKEHUS YUCET
B KosioHkax Il u 111, mo koTropomy 1 MPOU3BOAUTCS paH)KUPOBAHUE YTPO3.

B stom npumepe (Tabnuua 2) Ajis HAUMEHBIIET0 HETaTUBHOTO BO3JIEUCTBUS U

JJIA HaUMCHbIIIECH BCPOATHOCTH pCain3allui BBI6paH rokasarensb 1.

I I i IV v
IHoka3zarennb BepositHOCTH
Onucanue IMoka3zarennb Paunr
HEraTUBHOIO peanu3anuu
yrposel BO3/1EHCTBHS yIpo3bl pucka Yrposel
} Yrpo3a A H 5 ” 2 H 10 H 2 }
Yrpo3a B 2 4 8 3
} ¥Yrpo3a C H 3 ” 5) H 15 H 1 }
¥Yrpo3za D 1 3 3 5
| YrposaE | 4 || 1 | 4 L4 |
| YrposaF | 2 | 4 H 8 L 3 |

Tadouauna 2. Pan:xkupoBanue yrpos.

JlaHHasi mpoueaypa Mo3BOJISIET CPAaBHUBATh U PAHKUPOBATh MO MPUOPUTETY
yrpo3bl C Pa3IWYHbBIMU HETATUBHBIMU BO3JIEUCTBUSAMH U BO3MOYKHOCTSMU
peanuzanuu. B omnpeneneHHbIX cilydasX JOMOJIHUTEIBHO MOTYT MOTPeOOBATHCS
CTOMMOCTHBIE TTOKA3aTEIIN.

OueHka HeraTMBHOI'0 BO3/1eMCTBUSA YIPO3bI

Ota 3a/aya pemaeTcsl Npyu MOMOIIM OLEHUBAHMS JIBYX 3HAYEHUW: HEHHOCTH
pecypca U 4acTOThI IOBTOPSIEMOCTH PUCKA.

CHauana KaXJIOMYy pecypcy NpPUCBAMBAETCS OINPEIEICHHOE 3HAYeHHE,
COOTBETCTBYIOIIEE MOTCHIIMATBHOMY YyIIEpOy OT BO3JECUCTBHUS Yyrpo3bl. Takwe
[OKA3aTeNu IPUCBAUBAIOTCA PECYpPCY MO OTHOLIEHUIO KO BCEM BO3MOXKHBIM
yrpozam. CymmupoBaHueM OayioB BceX pecypcoB aHanuzupyemon HUC

OIIPCACIIACTCA KOJMYSCTBCHHBIN MMOKa3aTelb pPHUCKa OJIA BCEH CHCTEMBI.
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Jlanee oueHMBaeTcs MOKa3aTeiab YacTOThl MOBTOPSAEMOCTHM pucka. Yactora
3aBUCUT OT BEPOSITHOCTU BOBHUKHOBEHUSI YTPO3bl U CTETIEHU JIETKOCTU, C KOTOPOI
MOXET OBITh HCIOJIb30BaHA YS3BUMOCThH (YPOBEHb YSA3BHUMOCTH). B pesynbrare

noJiy4yaercs Tadiauia, aHaJloruuHas Taonuie 3.

‘ YpoBeHb yrpo3bl (BepOSITHOCTD €€ 0CYyLIeCTBJICHUA) ‘
‘ Hu3kuit H Cpeanmnii H Bricokuit ‘
‘ YpoBeHb yA3BUMOCTH H YpoBeHb yA3BUMOCTH H YpoBeHb yA3BUMOCTH ‘
. H | c | B | v | c | B | H | C| B |
Lo J v | 2 [ 1 2 J 38 JJ 2 |3 | 4 |

Tab6umnua 3. [Toka3zaTesb 4acTOTHI IOBTOPSIEMOCTH PUCKA.

3arem ompeensieTcsl IMokas3aTellb Hapbl pecypc/yrposa. Ha kaxnayio mapy
pecypc/yrpo3a coctaBisieTcss Tabiuia, aHajoruyHas Tabsuie 4, B KOTOpOWH
CYMMHPYIOTCS TTOKa3aTelb EHHOCTH pecypca U Mmoka3aTesb yrpo3bl. GakTUYECKU
TabJIMIIa MpeCTaBIsSeT COO0M MaTPHUILY, SJIEMEHThI KOTOPOU paBHBI CyMMe HOMEPOB
CTPOKH M CTOJIOIAa KOHKPETHOTO AJIeMEeHTa. DTy TaOIHIly MOXHO HMCIOJIb30BaTh B
nanbHeueM, a1 00OCHOBaHHUS KPUTUYHOCTH TOTO WJIM MHOTO pecypca — ueM
OoJbIlIe TIOKa3aTeb Maphl pecypc/yrpos3a, TeM Oojee KPUTHYEH Pecypc M Ha €ro

3alIUTy CICAYCT 06paTI/ITB OoubIIIe BHUMAHUN:A, HA 3TAIIC YIIPABJICHUA PUCKAMMH.

IMoKka3aTe/Ih HEeHHOCTH pecypea | IToka3zaTeanb 4acTOTHI MOBTOPACMOCTH PHUCKA ‘
Lo J 1 | 2 38 | 4 |

| 0 Lo | 1 J 2 | 8 | 4 |
| 1 Lt ] 2 J 3 | 4 | 5 |
| 2 | 2 32| 4 || 5 | 6 |
| 3 | 3 || 4 |52 6 | 7 |
| 4 L4 )l 5 | 6 J 7 | 8 |

Taoauna 4. [lokaszaTenu napol pecypc/yrposa.

Ha 3akmtounTelbHOM 3Tane CyMMHPYIOTCS BCE HTOTOBBIC Oajulbl IO BCEM
pecypcam UC u dopmupyercs ee obmuii 6ami. Ero MOXXKHO HMCHONIB30BaTh IS
BBISBIICHUS TEX OJJIEMEHTOB CHCTEMBI, 3alllUTa KOTOPHIX JOJDKHA OBITh
MIPUOPUTETHOM.

Pa3jejieHHe pUCKOB Ha MpUeMJieMble H HempHeMJeMble

JIOTIOTHUTENBHBIN CIIOCOO OIICHWBAHUS PUCKOB COCTOUT B WX PA3JCIICHUH HA

AOIIYCTUMBIC N HCIOIIYCTHMBIC. Bo3MoxHOCTB IMPUMCHCHHA HOI[O6HOFO moaxoaa
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OCHOBBIBACTCA HA TOM, 4YTO KOJMYCCTBCHHBLIC IMOKA3aTCJIN PUCKOB HCIIOJIB3YIOTCA

TOJIBKO 4 TOTO, YyTOOBI MX yoopsaaounuTb M OIPCACIUTb, KAKHC I[CﬁCTBPI)I

HGO6XOI[I/IMBI B IICPBYIO OUCPCAb. OTOr0 MOXKHO A0CTUYb U C MCHBIIMMHU 3aTpaTaMU.

Ta6JII/II_Ia, HCII0JBb3yCMasd B AAHHOM IIOAXOJAC, COACPIKUT HC 4YHCJId, a4 TOJIBKO

cumBoubl [ (puck pomyctum) U H (puck Henomyctum). Hampumep, moxxer ObITh

HCIIOJIb30BaHa Ta0JInIa, aHAJIOTHYHAs TabuIe 5.

Mokasarean LHeHHOCTH pecypea | IToka3zaTeanb 4acTOTHI MOBTOPACMOCTH pPHUCKaA ‘
P Lo T 2 s 4]

| 0 o o a & | a | u |
| 1 L a | a | & | v || °H |
| 2 A Jloa | v | 8 | 1 |
| 3 | a | v | 8 | 8 | H
| 4 L u v | o1 | v ] °H

Tabauua S. Pasaenenne puckoB Ha NpueMJieMble U HellpHueMJeMble.

IIpu sTOM BOMpPOC O TOM, KaK IPOBECTH T'PAHUILY MEXKIAY AOIYCTUMBIMH M

HCOAOITYCTUMBIMHU PUCKAMH, KAaK IIPABUJIO, ITPCAIATaCTCA PCIINTD TOII-MCHC’KCPAM,

OTBCTCTBCHHBLIM 3d OpraHU3alnuro HH(i)OpMaHHOHHOﬁ 0e301acHOCTH OpraHu3anuvu.

KOHTPOJIBHBIE BOITPOCBI

A W N

puckamu UB?

o1

. Uto Takoe puck 1b, yrposa, ysa3BUMOCTb?

6. Onumure JABYyX- W TpeX(aKTOPHBIN

WH(GOPMAITMOHHBIX PHUCKOB.

7. OnumuTe TabJIMYHBIE METObI OLleHUBaHUs pruckoB Ub.

. Uto nmoHuMaroT moa nHGOPMAIMOHHON CHCTEMOM?

IIOAXO0bI

. Uto npeacrapiseT co0oit cucteMa 3anuThl HHGoOpMauu?

K

3AJJAHUE HA JIABOPATOPHYIO PABOTY Ne 2
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. Uro mpencraBusieT coOoil ompejaelieHUe, OICHKA, aHAIW3 W YIPABICHHE

. OnummnTe NoaX0Abl K OLIEHKE, aHAJIU3y U yIpaBiieHuto puckamu Ub.

OLICHHBAaHHIO



Ha3zBanue padooTnl

TabnuuHbIe METO/IBI OLICHKU U aHAJIN3a HHPOPMAITMOHHBIX PUCKOB.

3aganue

1. N3yunuth OCHOBHOM TeOpETUYECKUI MaTepural 1abopaToOpHO pabOTHI.

2. N3yuuTh TaOIMYHYIO METOJUKY OLIEHKHA PUCKOB.

3. [Ipunymats vim ucnoab3oBath peasibHyto MC HekoTopoit opranuzanuu (M3
1a6. pabotel Nel).

4. BaecTu cTpykTypHy1o cxemy u onucanue Bamei MIC B oTyer.

5. CocTaBuTh ¥ BHECTH B OTUET NepedyHu TUMIoB yrpo3 b u nundopmanmonusie
pecypcesl, pucyTcTByromue B ganHoi UC.

6. [lo u3yuennoii metoguke oueHuth pucku Wb nmannoit UC (anamormyHo
tabnuie 1).

7. BeinonauTh pamwkupoBanue yrpo3 Wb Bameit IC (ananornyno taduie 2).

8. OnpenenuTe NOKa3aTeiab 4YacTOTHl MOBTOPSEMOCTH PUCKA (aHAJIOTMYHO
tabmure 3).

9. OmpenenuTh OKa3aTelu Mapbl pecypc/yrpo3a (aHanorudHo Tadmuie 4).

10. Bemonuute pasznenenune puckoB b Ha mpuemieMbie W HENPUEMIIEMbIE
(ananoruuHo Tabmauie 5). Kak Bbl mpoBenu rpaHUIly MEXAy AOIYCTUMBIMU
Y HEJIOITYCTUMBIMH PUCKAMM ?

11. Cnenaiite BBIBOJIBI 1O pe3ysibTaTaM aHanuza amien MC.

12. BHecTr OTBETHI HA KOHTPOJIBHBIE BOIIPOCHI B OTYET.

CTpyKTypa OCHOBHOM YacTH 0TYETA
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Crpykrypa u onucanue UC (U3 nab. pa6otst Nel).
[Iepeyens TUIIOB yrpo3:

ITepeuens UP:

Ormenka pucka (Tadmuia 1):

PamxupoBanue yrpo3 (tabnuma 2):

[Toka3aTenb 4aCTOThI MOBTOPSAEMOCTH pHCKa (Tadiuma 3):
[Toka3zatensb mapsl pecype/yrposa (tadmura 4):

Pasnesenre pucKoB Ha MpHEeMJIEMbIe U HeMprueMiIeMble (Taduia 5):

© © N o 00 &~ w b -

BoiBozibI 10 pe3ynbTaTam ananusa UC

10.OT1BeTHI Ha KOHTPOJIBHBIC BOITPOCHI:
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JIABOPATOPHAA PABOTA N¢ 3

Ha3zBanue padooTnl

Pacuyer prckoB HH()OpPMALIMOHHON O€30IIaCHOCTH.
elb
ITo3dHakOMUTBCSA Ha IIPAaKTUKE C METOAOM pacyera puckoB b Ha ocHOBe
MOJEIIN aHAJIN3a YTPO3 U YA3BUMOCTEN

IIporpaMMHoO-annapaTHbie CpeaCTBA

Kommnerotepnas gabopatopusi, ctanaapTaeie cpeactsa Microsoft Office

ToHATHHMHBLIA annapar
Ha panHoM »sTame pa3BUTHS TpeAMETHOW O0O0JAaCTH «OLICHKA, aHalu3 |

ynpasiieHne puckamu HMb» CyliecTByeT MHOMXECTBO METOJHK, ITO3BOJISIONIAX
KauyeCTBEHHO WJIM KOJWYCCTBEHHO OIICHWTH 3alUIICHHOCTh HH()OPMAIMOHHOM
cuctemsl (MC) opranuzanuu. PaccMOTprM METOJUKY OLIGHKU pHCKa, OCHOBAaHHOM
Ha MMOCTPOCHUHU MOJICIIN YTPO3, YA3BUMOCTEH U pacdeTe OOIIEero prcKa s KaxXI0To
pecypca C. CHavana nmepeuuciiuM U JJOTIOJTHUM HEKOTOPBIE W3 OCHOBHBIX TIOH SITHIA
3TOM MOJEJIH.

Hughopmayuonnas cucmema (UC, Information System) — sto mobas cucrema
(manpumep, kommbioTepHas — KHWC — Bxmowaromass B cebs MeWHGpEHMEI,
JOKAJIbHBIE CETH, Yy3JIBl JIOCTYINA, KOMIIBIOTEPHI U T.JA.), WM IpOrpaMma
(3amyIieHHAass B paMKax CHCTEMBI), KOTOpas HCIOJIb3yeT HH(POPMAIMOHHBIC
PECYPCHI I YIOBIETBOPEHUSI HYXJI COOCTBEHHUKA WM TIOJIB30BATENSI CHCTEMBI.
JIrobas uHOpmaInmoHHas cHUCTEMa TMpeIaraeT IMOJIb30BATEISAM OMpPeIeTIeHHBIHN
HaOOp ycnyr (CEPBUCOB).

Hughopmayusn, ungpopmayuonnsie pecypcor (Information Resources) — sto
JaHHBIE B JIFOOOM BHJE, KOTOpPbIE MOXKHO WCIOJIB30BaTh JUIsl  PEIICHUS
OTIPEJICIICHHBIX 3aJ1a4, TOCTABJICHHBIX BIAJEIBIIEM WIH MOJh30BaTEIEM CHCTEMBI.
Hampumep, nHQOpMAIIMOHHBIM PECYpCOM MOXKET CUMUTAThCS KHHUTA, OYMaKHBIH
JIOKYMEHT, JTH000# (paiin (37IeKTPOHHBIN JOKYMEHT, U300paxkeHue, Buaeodaiin, 6aza

JTAHHBIX ), & TAKKE OTAEIBHO B3ATHIM CAalT WJIM TOJHOCTBIO TIOPTAl.
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B ncxonHou MeToquKe CBOMCTBAMU pecypca ABIAIOTCS JIMIIL: IEPEUYEHb YIPO3,
BO3JICUCTBYIOIINX HAa HEro, W KPUTUYHOCTh pecypca. OmHAKO C KaXAbIM
MH()OPMAIIMOHHBIM ~ PECYPCOM  HANpSAMYIO  CBSI3aH  HEKOTOPBIA  HOCHUTEIb
undopmanmu. Taxxke, m000H MHGOPMAIMOHHBIN pecypc (M00yo MHMOpMAINIO)
MOHO OXAapaKTEPU30BaTh TAKUMH CBOMCTBAMH, KAK BPEMS KU3HU, aKTyaJIbHOCTD,
KOH(HJIEHIIUATbHOCTh, LEJOCTHOCTh M JOCTYMHOCTh. (Cxema B3auMOACHCTBUS
AJIEMEHTOB MOJIENIM TPEIMETHOM 00JIACTH «OLIEHKA, aHAIM3 U YIIPABJICHUE PUCKAMHU

Nb» nzobpaxxena Ha puc. 1.

| DEPOATHOCTE PEANHZALMI yTPOZEI
YEQES YAZBUMOCTE

BepoATHOCTE 4NA YASBMMOCTH 1

BepoATHOCTE ,u;n..q. YRZEMMOCTH M

Cnucok yAsBIMocTeER 1T

- DMEHKE W 8Hanu3 pUCKoB No

YazeumoCTE 1

YasaiMocTe M

FOWTHUHOCTE pean Heal ii yTposal
YEDET VAZEMMOCTE

Cnucokyrpos MB

KPUTHYHOCTE ANA YASBHMOCTH 1

KpHTUYHOCTE ,u,.n..q. YAIBIMOCTH W

Yrpoaa 1

YFFI.IJ.E-.E N

ULEHKE BEPOATHOCTH pEannzannm
L_|  wpOshl N0 HEKOTDPOW METOOKE

I £Tog NOCTPOEHUA QEPEELEEYTPOS
OUEHKA BEPOATHOCTH HA OCHOBE
CTATHUCTHEN
M &Tog aHanusa wepapxuil
KayecTBEHHAA OUEHKE BEPOATHOCTH
Ha OCHOEE ONPOCHBIX NUCTDE,
HEUETKUX ONPOCHBIX THCTOE
OUEHKE BEDOATHOCTH HA DCHOBE
NPOESE EHHLIX MCNBTaHUA HA
NPOHHEHOEEHWE W T.0.

Hd opMaLMOHHBIA pEoYpC

HocHTenb HH§ opMaLHK
FoHf HZEHUMaNEHDCTE
LlenocTHoCTE
OdocTynHoCTE
Mepeyerb yrpos B gna
pecypca
KpHTUYHOCTE pecypca
KpUTUYHDE BpEMA NPOCTON

DNpENEN EHHON METDO HES

MeToguka ot Digital Security
TabnMYHbIS METOOHEN OLEHEH
pucka U T.4.

¥NpaEneHne pHCrani no g
ONpEdEN EHHON METDO HKE

Memgura 1

M E‘I‘EII,E.I,I-.mﬂ K

ULEnka yljepoa 0T peannsagin
YIPO2kl N0 HEXOTOPOH METOQMKE

eToanka DUEHKM HA Ka4ECTBEHHRD
WkANEx
M ETOEMEN, DCHOBAHHLIE HE
SKCNEPTHON DLEHKEE W T.4.

Puc. 1. OcHOBHBIC KOMITIOHEHTHI OOIIECH MOJICTTH IIPEAMETHON 00JIaCTH «OIICHKA,
aHaJIU3 U ynpasiieHue puckamu Uby.

Yeposa HB (Threat) — cocraBnsiomass pucka, KOTOpas OIPEACIsSeT
COBOKYITHOCTbH yCIIOBUU U (haKTOPOB, KOTOPBIC MPSIMO MJIM KOCBEHHO MOTYT CTaTh
MPUYUHON HAPYIICHHS IEITOCTHOCTH, JIOCTYIMHOCTH WM KOHQPUICHIMATHLHOCTH
uHdopmarmu, odpadbareiBaeMoii HekoTopoir C, win BbIX0/1a U3 CTPOS dJIEMEHTa
iy Bcer cucteMsl B 1enoM. [IpumenurensHo k MC Takke UCTIONB3YIOT MOHATHE

oazoevie yzpozet UB (Base Threats) — 3to HapyiieHne KOH(HICHIIMAIbHOCTH,
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LETOCTHOCTH WM JOCTynmHOCcTH wuHpopmanuu, obpadbateiBaecmoit WC, wim
MH(OPMAIIMOHHOTO pecypca. B HCX0IHOM METOIMKE CBOMCTBAMU yrpO3bl SIBISETCS
MepeyeHb ySI3BUMOCTEH, MPU MTOMOIIN KOTOPOU OHA MOXET OBITh peain30BaHa.

Yazeumocms (Vulnerability) — cocraBisitomias pucka, KOTopas ONpenesieT
HEKOTOpoe «HeyaadyHoe» cBoiictBo C3W wmm UHC, paromee BO3MOXHOCTH
peanu3oBath Ty win uHYI yrpo3y Ub. B ucxomnoii meroauke ot Digital Security
YSI3BUMOCTh XapaKTEepU3yeTCs CBONMCTBAMU: BEPOSTHOCTb peaju3aiiu  yrpo3bl
4yepe3 JaHHYIO YS3BUMOCTh M KPUTUYHOCTh peanu3anuu yrpossl Ub.

Huyuoenm UB (Incident) — dakr peanusanuu yrpossl Vb.

Kpumuunocms ungpopmayuonnozo pecypca — CTerieHb 3Ha4UMOCTH pecypca
s UC. T.e. xak cunbHO peanuzanus yrpo3 b nmosmusier na padoty MC B nienom.
3amath kpuTuuHOCTH pecypca (AC) MOxkHO B ypoBHSX, Ha mikaie ot 1 1o 100, uiu
B JICHE)KHOM SKBHUBAJICHTE. TaKkke MOXKHO 33/1aTh KPUTHYHOCTh pecypca OTACIbHO
10 KOH(QHUACHIIMATLHOCTH, IieTocTHOCTH 1 goctynHocTh (AC., AC;, AC,).

Kpumuunocms peanuszayuu yepo3zpt Hb — crenieHb BIUSHHUS pealn3allu
yrpo3sl b Ha paboty pecypca. Kputnunocts peanuzanuu (ER) moxno 3amate B
npoueHTax. Takke MOXHO 3aJaTh KPUTHYHOCTh pECypca OTAENIBHO IO
KOH(HUICHINATBLHOCTH, Hea0cTHOCTH U AocTynmHOCTH (ER¢, ER;, ERy).

Bepoamnocmub peanuzayuu yzpo3vl uepe3 OAHHYIO YA36UMOCHIb B TEUCHUE
roga (P(V)) — cremeHb BO3MOXHOCTH peajH3alldd yrpo3bl Yepe3 JaHHYIO
YSI3BUMOCTD B T€X WJIM UHBIX YCIOBUSX. YKa3bIBA€TCS B MPOLIEHTAX.

Maxkcumanvnoe kpumuunoe eépemsa npocmosn (Tmax) — 3HAUCHUE BPEMEHU
MPOCTOS, KOTOpOE€ SBISETCS KPUTHUYHBIM JUisi opranu3auuu. T.e. yiepo,
HAaHECEHHBIM OpraHu3aly MpPU MPOCTAMBAHMHM pecypca B TEUEHHE KPUTHUYHOIO
BPEMEHM NIPOCTOsA, MakcuMmaibHbIM. [Ipum mpocranBaHumM pecypca B TeUYEHUE
BPEMEHHM, MPEBBIIAIOIIETO KPUTUYHOE, YIIepO, HAHECEHHbI OpraHu3aluu, He
YBEIINYUBACTCS.

Puck ungopmayuonnoii 6Oezonachocmu — 3TO BO3MOXHBIC ITOTEPU
cooctBenHuka VC, cBsizaHHBIE C pealu3aleil HEeKOTOPOil yrpo3bl uepe3 OJHY WIH

Heckonbko ya3sumoctedt UC nnu C3U.
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Onpeodenenue pucka — 5TO TPOLECC BBIIBICHHUS PHUCKA, a TaKXe €ro
COCTaBJIAIOIINX: YTPO3 U YSI3BUMOCTEN.

Ouyenka pucka — 3T0 NPOLECC ONPEIEIICHUS KA, KPUTEPUEB U U3MEPEHUS 110
HUM CYIIECTBYIOIIMX PUCKOB. OIIEHKa PHUCKOB HCHOJIB3YETCS JJIsl ONPEACIICHUS
pacTyliero noTeHuuana yrpo3 U puckoB, acconuupoBanHbix ¢ UC. [lnga oueHku
PHUCKOB, Kak MPaBWIO, MPUMEHSIOT KOCBEHHBIC IIKAIbl, KPUTEPUHU JIsI KOTOPHIX
ObIBalOT OOBEKTUBHBIMHU (HAMPUMEP, BEPOSTHOCTh BHIXOJIa U3 CTPOSI HEKOTOPOTO
y371a 00OpyJOBaHUS B TEUYEHHUE OIPEJEICHHOIO CpPOKa), JUOO CYObEKTUBHBIMHU
(HanpuMep, OIIEHKa BIaJelblleM HH()OPMAIMOHHOIO pecypca YpPOBHS pHUCKa
BBIXO/1a U3 CTPOSI HEKOTOPOTO y3j1a HHPOCUCTEMBI).

Ananus pucka (Risk Analysis) — 3to mporiecc onpeaeacHust U OLEHKHA PHUCKa
Ub Hexkotopoli HMHPOPMAIMOHHOM CHUCTEMBbI, NPOBEACHHBIM MO OJHOW U3
CYIIECTBYIOIIUX METOIUK.

Ynpaenenue puckamu (Risk Management) — sTo mpoiiecc aHain3a puckoB H
BBINIOJIHEHUE HEKOTOPBIX JAEHCTBUM BEAYIIMX K CHIKEHHIO PHCKOB [0
IPUEMIIEMOTO YPOBHSI.

METOJAUKA OIIEHKA PUCKA

g ouenkn puckoB Wb opranuzanuu, 3alIUMIIEHHOCTh Ka)JIOTO ILIEHHOTO
pecypca onpenesieTcs Mpy NOMOILN aHAIU3a yrpo3, IeUCTBYIOMINX HA KOHKPETHBIN
pecypc, U ySI3BUMOCTEH, Uepe3 KOTOPhIE TaHHBIE YTPO3bl MOT'YT OBITh peaTu30BaHbI.
OueHnBasi BEpOSTHOCTh PealM3allii aKTyalbHBIX JJIS LIEHHOTO pecypca yrpo3 H
CTENEHb BIWSHUS  pealiu3alldd yrpo3bl Ha  PECcypchl, aHAIU3UPYIOTCS
nH(OPMAITMOHHBIE PUCKU PECYPCOB OPTaHU3AIINN.

B pe3ynbTaTe paboThl airOpUTMa OLEHKH PUCKOB OMPEAEIISIOTCS CIEAYIOIINE
xapakrepuctuku UC:

1. Cnucok uapopmarmoHHbIX pecypcos (H1P).

2. 3HaveHHs pucKa sl Kakaoro reHHoro VP opranmzanuu.

3. 3mnavenus pucka ais P mocne 3aganus KoHTpMep (OCTATOUHBIN PHCK).

4. DpdeKTUBHOCTh KOHTPMED.
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JUist Toro 4TtoObl OLUEHUTh PUCK MH(POPMALMOHHOIO pecypca, HEoOX0auMO
[IPOAHANM3UPOBATh Bce Yrpossl, aerctByromue Ha UWC, m ya3BumocTu, uepes
KOTOpBIE BO3MOYKHA peann3anus yrpos. Mcxoas n3 nomydeHHbIx oT Biaagensua MC
JAHHBIX, MOYXHO TOCTPOUTHh MOJEIbh AaKTyaJIbHbIX YIPO3 U YA3BUMOCTEH st
KOHKpeTHON opranusanuu. Ha ocHoBe wMonenu Oyner MNpPOBEIEH aHalu3
BEPOSITHOCTU peANU3alMKU YTpo3 MHPOPMAIIMOHHON O€30MacCHOCTH Ha KaxK[bli
pecypc U, UCXOIsl U3 3TOr0, paccuuTanbl pucku Mb.

BxoaHble JaHHBIE AJITOPUTMA:
—UH(OPMAIIMOHHBIE PECYPCHI;
—KPUTUYHOCTH PECYPCOB;
—yTpO3bl, JEUCTBYIOIINE HA PECYPCHI;
—yS3BUMOCTH, YEPE3 KOTOPBIE PEAIU3YIOTCS YIPO3bI;
—BEpOSATHOCTb pEan3aluy yIpo3bl YEPE3 JAHHYIO YA3BUMOCTD;
—KPUTHUYHOCTbH peajin3alliy yrpo3bl YEPE3 JaHHYIO YA3BUMOCTD.

C Ttouku 3penus OazoBbix yrpo3 Wb cymectByer nBa pexuma pabOThHI
anropuTMa:

1. Opnna 6a3oBas yrposa (cyMMmapHas).

2. Tpu 6azoBbIe YIpO3HI.

Bb10op mikaJabl 1151 OlIEHKU PUCKA U pa30ueHne ee HA YPOBHHU

[Ipu pabote ¢ anropuTMoM ucmoyb3yetcss unucioBas mkaita oT 0 mo 100%.
lkany pasouBator Makcumym Ha 100 ypoBuei. Ilpu pa3Ouenun mkambl Ha
MEHBLIEE YNCIIO YPOBHEM, KAXKABIM YPOBEHb 3aHUMAET ONPEACICHHBIA HHTEPBAJI Ha
mkane. [IpuyemM, BO3MOKHO J1Ba BapuaHTa pa3/IeJICHHUS:

s B
0 20 40 G0 go 100

— paBHOMEPHOE;
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a 7 1g 35 62 190

— norapuMuIecKoe.
Pacuer puckoB HHPOPMALMOHHOI 0€30ITACHOCTH
1. Ha mepBoM 3Tare pacCYMTHIBACTCS YPOBEHBb Yrpo3bl mo yss3Bumoctu (Th)
Ha OCHOBE KPUTUYHOCTH M BEPOSITHOCTH peajH3allil YIpo3bl 4epe3 TaHHYIO
yS3BUMOCTh. YPOBEHb YIpPO3bl IOKa3bIBA€T, HACKOIBKO KPUTUYHBIM SIBIISETCS
BO3/ICCTBHE JaHHOW YIPO3bI HA PECYPC C YUETOM BEPOSITHOCTH €€ peau3alliy.
ER P(V
h_ER PV
100 100
ERc,i,a P(V)
cia — X ’
100 100

ci,a

rae ERcia — KpuTHUHOCTH peanu3anuu yrposbl (ykaseiBaetcsi B %), P(V)cia —
BEPOATHOCTh  pealn3alldd  yrpo3bl  4Yepe3  JaHHYK  YA3BUMOCTh  IIO
KOH(UEHIINATFHOCTH, IEIOCTHOCTU U JIOCTYMHOCTHU (yKa3bIiBaeTcs B %).

3necy Bbuncisercs oaHo (Th) wmum Tpu 3Havenuss (The, Thi, Thy) B
3aBUCUMOCTH OT KOJu4ecTBa O0a30BBIX YIrpo3. 3HAUEHHWE YPOBHS Yrpo3bl IO
YSI3BUMOCTH JICKHT B oTpeske [0, 1].

2. UtoObI paccunTaTh yPOBEHDb YIpo3bl 1o BceM ysazBumoctsim (CTh), gepes
KOTOpbIE€ BO3MOXKHA peanu3alvs MaHHOW yYIrpo3bl Ha Pecypec, MPOCYMMHUPYEM
MOJIYYCHHBIE YPOBHU YIPO3 Yepe3 KOHKPETHBIC YA3BUMOCTH IO CIEAYIOIINM
bopmymnam.

Jlns peskuma ¢ ogHoM 06a30BO# yrpo30ii:

n
CTh=1-]]@-Th).
i=1
Jliist pexxuma ¢ TpeMsi 0a30BBIMU yTPO3aMHU:

CTh,=1-]]@-Th,),

i=1
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CTh,=1-][@-Th)),
i=1

CTh, =1-]]@-Th,).
i=1

3Ha4YCHKHE YPOBHS yrpoO3bl IO BCEM YSI3BUMOCTSIM JISXKHT B oTpeske [0, 1].
3. laee paccuuThiBacTCs 00U ypoBeHb yrpo3 mo pecypcy (CThR) c
Y4E€TOM BCEX Yrpo3, ACHUCTBYIOIINX HA PECYPC.
Jlns pexxuma ¢ oHOM 0a30BOM Yyrpo30ii:
CThR =1-]J@-CTh).
i=1
Jlns pexxuma ¢ Tpemst 6a30BBIMH YIPO3aMU:

CThR,=1-]J@-CTh,),

i=1

CThR, =1-] [@-CTh,),

i=1
n
CThR, =1-][@-CTh,).
i=1

3HaveHue 00IIEro YpOBHS Yrpo3bl JIEKHT B oTpeske [0, 1].

4. UtoroBeii puck mo pecypcey (R), xapakrepusyromniuii BO3MOXKHBIE TTOTEPHU
cooctBennuka VC, cBsi3aHHBIE ¢ peanu3alieil HeKOTOPOH Yrpo3bl uepes3 JII0yIo
ySI3BUMOCTb, PACCUUTHIBACTCS CIAEAYIOIIUM 00Pa3oM.

Jlns peskuma ¢ oHoM 6a30BOM yrpo30ii:

R=CThRxD,
rie D — kputuuHOCTh pecypca. s yrpo3 HapyleHus UEIOCTHOCTH WU
JIOCTYIIHOCTH OTpeeNsieTcsl 3apaHee (B J€Hbrax Wiu YpPOBHSX B IOJ), a B Cllydae
yIpo3bl HapyIIeHUs NOCTYymHOCTH pecypca (DOS — oTka3 B 0OCTy>KWBaHHH)
KPUTUYIHOCTH PECypca B TOJl PACCUUTHIBAETCS 1O (HOpMyIIe:

Da/ro;[ = Da/qac XT’

rae Da/uac — KpUTUUHOCTH MIPOCTOS pecypca B 4ac, T — o01ree Bpems MpoCTosl.
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Jlist pexxuma ¢ TpeMsi 0a30BbIMU yTPO3aMHu:

R...=CThR_;,xD

c,i,a’

Rc _ Ri _ Ra %
=010 10~ 100?100

re Deia— KpUTHYHOCTH pecypca Mo Kax 0¥ U3 TpeX yrpo3 3ajlaHHasi B IeHbrax uiu
YPOBHSIX B TOJI.

5. O0muii puck no unpopmaunonHoii cucreme (CR) paccuuteiBaetrcs 1o
cienyroumm hopmysam.

Jlns pexxuma ¢ oHOM 0a30BOM Yyrpo30ii:
CR=) R,
i=1
— JIJIs1 cllydasi OLIEHKU B JICHbIaX;
n R.
CR=(1-]|(@--—)) %100
( ]_1[( 100"

— JIA ClIydasd OLICHKH B YPOBHAX.

Jliist pexxuma ¢ Tpemsi 0a30BbIMU yTPO3aMHU:

CR=CR_+CR,+CR,

— JJIA ClIydasd OLCHKH B ACHbI'AX,

n R.
CR,.. =(1-T]@--21))x100,
© 1_1[ 100

R R R
CR=(1— (- ~eya— Riya_ Raye100
A= =75004 200" " 100"

— JUIsl cllydasi OIIEHKH B YpOBHAX. B o0oux pexumax noapaszymeBaetcsi Rj — puck
I-ro pecypca, CRc,ia — puck mo MC miist kaxaoro Buja yrpos.

6. lns pacuera 3¢eKTHBHOCTH BBeAeHHOI KOHTpMephl (E) HeoOxomaumo
3aHOBO MPOWUTH MAru 1-5 ¢ yueToM 3aJaHHOW KOHTPMEPBI U ONPEICIINTh 3HAUYCHHE
JIBYX PUCKOB — pucka 0e3 ydera KOHTpMEpHI (Roid) U pHCK ¢ yd4eToM 3aJaHHOMU

KOHTpMEPHI (Rpew) UM ¢ YIETOM TOTO, YTO YSA3BUMOCTD 3aKphITa.
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D¢} PpexTuBHOCTD BBEACHUS KOHTPMEPHI paCCUUTBIBAETCS MO (popmyIe:

R old — R new
R old .

E-—

B pesynbrare paboThl anropuTMa IMOJB30BATENb MOJYYAaeT CIEIYIOLUe
JaHHBIE:

1. Puck peanuzanuu 1o TpeM 0a30BbIM yrpo3aM (WJIH 10 OJTHOM
CYMMapHOM yrpo3se) Jijis pecypca.

2. Puck peanuzanuu cyMMapHO 1O BCEM yIpo3aM JUJIsl pecypca.

3. Puck peanuzamuu no Tpem 0a30BbIM yrpo3am (KU MO OJHOU
cymmapHoi yrpose) qist UC.

4. Puck peasmsanuu 1o Bcem yrpo3am jis VC.

5. Puck peanuzanuu no Bcem yrposam 11t UC nocie 3aanust KOHTpMeD.

6. DpbeKTUBHOCTH KOHTPMEPHI.

IIpumep pacuera puckoB Ub Ha ocHoBe Moae/ M YIPO3 M YA3BUMOCTEH

PaccMmoTpuM pacueT puckoB TOJbKO Aiiga ogHoro pecypca MC — cepepa, T.K. ais

OCTaJIbHBIX PECYPCOB PUCK PACCUUTHIBACTCS AHAJIIOTUYHO.
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1. Bxognsie nanusie o BceM pecypcam MC.

‘ Pecypc H Yrpossl || YsassumocTu
Vrposa 1. Vazsumocts 1.
HeaBTOpH30BaHHOE OTtcyTcTBUE pErlaMeHTa J0CTyIla B IOMEILEHUS C
NPOHUKHOBEHHE pecypcamu, coep KallliMU HEHHYI0 HH(OPMALIUIO.
3JI0YMBIIIJICHHUKA
BHYTPb OXpPaHACMOI'0 Y A3BUMOCTB 2.
[IEpUMETpA. OTCyTCTBHE CUCTEMBI HAOTIOICHHMS 32 PECYPCOM.
Yrposa 2. VsazBumocts 1.
Pecypc 1 ||HeaBropusosannas OTtcyTcTBYET aBTOpH3alis HA BHECEHUE N3MEHEHUM
Cepsep MO HKALHS B CHCTEMY JICKTPOHHOM IOYTHI.
(KputrysocTs |[mHGOpMAaIMK B cCHCTEME
pecypca  |[2MEKTPOHHOM MOYTHI, Ys3BUMOCTS 2.
D =100y.e.) |xpansuieiics Ha OTtcyrcTBUE peraaMeHTa paboThl C CUCTEMOM
pecypce. KpUNTOrpauuecKoi 3alMThl 3JEKTPOHHOM MOYTHI.
Yrposa 3. Vsa3BumocTs 1.
Pazrnamenne OTtcyTcTBUE COTIallIEHUI O COXpaHEHUHU
KOH(H/ICHIIHATBHOM KOH(PHUICHIIMAIIBHOCTH KITFOUE€BON HUH(OpMAITUH.
nH(pOpMAIINK — KITF0Ueh
AOCTYIIA K peCypCy — VYsa3BUMOCTS 2.
COTPYyTHUKAMU Pacnipenenenne kinro4ueBoit HHGOPMAIIIH MEXTY
OpraHu3aruu. HECKOJIBKUMU COTPYTHUKAMH.

2. Bxonnble gaHHbIe 10 TTapaM pecypc/yrposa s kaxaoro pecypca UC.

Pecypc 1. Cepsep

BeposiTHOCTH peasnuzanun
yrpo3bl yepe3 JaHHYIO

Kpurnunocts peanuzanuu
Yrpo3bl Yepe3 JaHHYIO

Yrposa/ysissumocts YSI3BHMOCTH B Te€4YeHHUH roa yYSI3BHMOCTH
%, P(V) %, ER
‘ VYrpo3sa 1/ys3Bumocts 1 “ 50 “ 60 ‘
‘ VYrpo3sa 1/ys3BUMOCTb 2 “ 20 “ 60 ‘
‘ VYrpo3sa 2/ys3BuMocTs 1 “ 60 “ 40 ‘
‘ VYrpo3a 2/ys13BUMOCTb 2 “ 10 “ 40 ‘
‘ VYrpo3sa 3/ys3BumocTs 1 “ 10 “ 80 ‘
‘ VYrpo3sa 3/ys13BUMOCTb 2 “ 80 “ 80 ‘
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3. Pacuer ypoBHeii yrpo3sl o kaxo# (Th) u mo Bcem (CTh) ys3BumocTsam st

kaxpgoro pecypca 1C.

‘ Pecypc 1. CepBep
YpoBeHs yrpo3bl o BceM
YpoBeHb yrpo3bl 1o YSI3BUMOCTSIM, Yepe3 KOTopble
KaKI0H ySI3BUMOCTH OHA MOJKeT ObITh
Yrpo3a/ysi3BUMOCTH %, Th pe%}“g’_‘;ﬁ“a
h = ER X PV) > .
100 100 CTh=1-]](@-Th)
i=L

‘ VYrposa 1/ys3Bumocts 1 H 0.3 ‘ 0.384
‘ Vrposa 1/ya3BuMocTs 2 H 0.12 ‘ '
‘ VYrposa 2/yszBumocts 1 H 0.24 ‘ 027
‘ VYrpo3sa 2/ys13BUMOCTb 2 H 0.04 ‘
‘ VYrpo3a 3/ys3BuMocTs 1 H 0.08 ‘
| Vrposa 3/ysseumocts 2 | 0.64 ‘0'669

4. Pacuer obmiero yposusi yrpo3 (CThR) neiictByromiero Ha pecypc s

kaxkznoro pecypca UC.

‘ Pecypc 1. Cepsep ‘
OO0wmuii ypoBeHb YIrpo3 1no pecypcy
YpoBeHb yrpo3sbl 1o %, CThR
Yrpo3a/ysa3BUMOCTH BCEM YSI3BUMOCTSM n
%, CTh CThR =1-] J(@-CTh)
i=1
VYrpo3sa 1/ys3Bumocts 1
0.384
VYrpo3sa 1/ys13BUMOCTb 2
VYrpo3sa 2/ys3BuMocTs 1
0.27 0.8511
VYrpo3a 2/ys13BUMOCTb 2
VYrpo3sa 3/ys3BumMocTs 1
0.669
VYrpo3a 3/ys13BUMOCTD 2
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5. Pacuet utoroBoro pucka 1o pecypcey (R) nis Bcex pecypcos UC.

‘ Pecypc 1. Cepsep ‘

OO0muii ypoBeHn Puck no pecypcy
Yrpo3a/ysa3BUMOCTH yrpo3 1o pecypcy y.e., R
%, CThR R=CThRxD
Yrposa 1/yszBumocts 1
¥Yrpo3a 1/ysi3BuMocThb 2
Yrpo3a 2/ysizBumocts 1
0.8511 85.11

¥Yrpo3a 2/ysi3BUMOCTD 2

Yrpo3a 3/yszBumocts 1

¥Yrpo3a 3/ysi3BUMOCTD 2

6. Pacuert oGmero pucka no unpopmaimonHoi cucreme (CR).
Jlns Hamero mpumepa (pexuma ¢ 0JHOM 0a30BOM yIpo30M M Cilydas OLICHKU B

JIeHbIax) HEOOX0IMMO TPOCYMMUPOBATh Bce pucku (R) mo kaxaomy pecypey UC:

CR=>'R;.
i=1
Ho Tak xak MbI omnicanu 3/1ech JIMIIb OJUH pecype, To CR = 85.11 y.e.

KOHTPOJIBHBIE BOITPOCHI
. Uto Takoe uHpoOpManMoHHas cucrema’?

. Uro nmormmarot o uHdopmarmei 1 ”HGOPMAITMOHHBIMU pecypcamu’?

. HazoBute n oxapakrepusyinte OCHOBHbIE cBolicTBa MP.

. Uto Takoe ysi3BUMOCTh?

1

2

3

4. Yro Takoe yrposa 1b?
5

6. Uro Takoe puck Ub?

7

. UTo MOHMUMAIOT MOJ| OIIEHKOMW, aHAJIM30M M yIipaBiieHrueM puckamu NUb?
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3AJJAHUE HA JIABOPATOPHYIO PABOTY Ne 3

HaszBanue padooTbl

Pacyer prckoB HH)OpMALIMOHHONW O€30IaCHOCTH.

Jaganue (He 320vabTe 0hDOPMHUTH 0TYET)

1.
2.

8.

N3yunuth OCHOBHOM TeOpETUUYECKUI MaTepural 1abopaTopHOM pabOTHI.

N3y4uTh METOJIUKY OIICHKHA PUCKOB.

Baectu cTpykTypHyto cxemy u onucanue Bameil IC B otuet (CTpykTypa u
ormucanue MC u3 na6. pabotsr Nel).

CocTaBUTh M BHECTM B OTYeT TepeyHH TUNOB yrpo3 Wb wu
UH(GOPMAIMOHHBIE PECYPCHI, TPUCYTCTBYIOMUE B nanHoi VC.

ITo omwmcannoii Beiie Metoauke oT Digital Security BeImonmHHUTE OLIEHKY
pucka Wb nns kaxmoro wHbopmanmoHHoro pecypca Bamen HC.
BHecuTe pacdeTsl B OTYET.

JIist yrpoIeHusl BEIYUCICHHA pPeau3ylTe alropuTM pacdera pUCKOB Ha
TF000M JOCTYITHOM sI3bIKE MporpamMmupoBanus wid B MS Excel.
BHecuTe JIMCTUHT TTPOrpaMMBbI B OTYET.

JIOTIOTHUTENIBHO TOMPOOYiTe «peann30BaTh» (OMUCaTh) KOHTPMEPHI
NIPOTUB HEKOTOPBIX W3 HMMEIONIUXCS YA3BUMOCTEH W paccuuTaTh
3¢ (PEeKTUBHOCTH BBEJIEHHBIX KOHTPMED.

BHaecTtu oTBeTHI Ha KOHTPOJIBHBIC BOIIPOCHI B OTYCT.

CTpyKTypa OCHOBHOM YaCcTH 0TYETA
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Crpyxkrypa u onucanue UC:

[Iepeyens TUIIOB yrpo3:

ITepeuens UP:

Ouenka pucka:

JIucTUHT IpOrpaMMmBl:

BBenensl KOHTpMEpBI:

Onenka 3(pPpeKTUBHOCTH BBEICHHBIX KOHTPMED:

OTBeTHI HA KOHTPOJIBHBIC BOITPOCHI:
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PacueTrHo-rpaduyeckasi padora

Pa3paborTka pexoMeHgamui 10 HH(POPMALMOHHOM 0€30IIACHOCTH
CJIb
Pazpaborarh pexoMeHmanuu O ayauTy HHGOPMAIMOHHON O0e30MacHOCTH
HpEeanpUATHS.

IIporpaMMHoO-annapaTHbie CpeaACTBA

Kommnerotepnas nabopatopusi, cranaapTaeie cpeactsa Microsoft Office.

Ha ocHoBanuu wuH}OpmManuu, MOJYy4YEeHHOH B XOA€  MCCIEIOBaHUS
UHGOPMAIIMOHHON MH(GPACTPYKTYphl 3aKa3uuKka M pe3yJbTaTOB aHaIM3a PUCKOB,
pa3pabaThIBalOTCS PEKOMEHJAIMU 0 COBEPIICHCTBOBAHUIO CHUCTEMBI 3alllUThI
uHpOpMaIMK, NPUMEHEHHE KOTOPBIX I[MO3BOJUT MHUHHUMU3UPOBATH PHUCKH, C
OPWIOKEHUEM  CIHCKAa KOHKPETHBIX  YSA3BUMOCTEM AKTUBHOIO  CETEBOIO
000pyAOBaHUs, CEPBEPOB, MEKCETEBBIX IKPAHOB U JIP.

[To 3aBepmieHuM ayauTa MOATOTABIMBAETCS WUTOTOBBIM OTYET, COAECPKAILIMIA
OLIEHKY TeKymero ypoBHs 6e3omacHoctu UT-undpactpykTypsl, nHdopmaiumo oo
OoOHapy>KEHHBIX MPOOJIeMax, aHAIN3 COOTBETCTBYIOIIMX PUCKOB M PEKOMEHIAINH

10 UX YCTPAHEHHUIO.

CTpyKTYypa OCHOBHOM 4acTH 0T4YeTA
1. Ucxonubie nannbie o 3akazuuke. (M3 ma6. padbotst Nel)
2. CocTaBuTh ayAUTOPCKUANA OTUET:
1) OueHka TEKYIIEro YPOBHS  3aIUINCHHOCTH HH(POPMAIMOHHOMN
CUCTEMBI:
a. Ommcanwe ® OIEHKAa TEKYIIETO YPOBHS 3allUIIEHHOCTH
UH(OPMAIIMOHHON CUCTEMBI,
b. Aranu3 koH(pHTyparu KOHPUTYpallMOHHOW WHGOpMAIUH,

HaﬁHeHHBIe YA3BUMOCTH,
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C.

AHann3 pUCKOB, CBA3aHHBIX C BOBMOYKHOCTBIO OCYILIECTBICHHUS
BHYTPEHHUX M BHEIIHHX YIrpo3 B OTHOLIEHHH pPECYPCOB

UH(OPMAIIMOHHON CUCTEMBI;

2) Pexomenmanuu 1o TeXHU4YECKO# coctasistoniei Ub:

a.

d.

0 U3MEHEHHI0 KOHQUI'Yypaluuu CYIIECTBYIOIIMX CETEBBIX
YCTPOMCTB U CEPBEPOB;

0 W3MEHEHUI0 KOH(PUTypaluu CYLIECTBYIOIIUX CPEICTB
3alIUTHI;

[0 AKTUBALMHU JIONOJHMUTEIBHBIX INTAaTHBIX MEXaHU3MOB
0e30macHOCTH Ha ypOBHE CHUCTEMHOIO0  MPOrpPaMMHOIO
oOecreUeHHS;

11O UCITOJIB30BAHHUIO JOMMOJHUTCIIBHBIX CPCACTB 3alIUThI,

3) Pexkomenmanuu 1mo opraHu3aliioHHoM coctassstoriei Ub:

a.
b.

1o pa3paboTKe MOJUTUKUA UH(POPMAITMOHHOM 0€30MacCHOCTH;
1o opranuzamuu ciyxos Ub;

no pa3paboTKe OpraHU3allMOHHO-PACTIOPSAIUTENbHBIX |
HOPMAaTUBHO-TEXHUYECKUX TOKYMEHTOB;

0 TEpPecMOTpPy poJIeBbIX (YHKIMHA TIEpcoHaga M 30H
OTBETCTBEHHOCTH;

1o pa3paboTke MPOrpaMMbl OCBEIOMIICHHOCTHA COTPYIHUKOB B
JacTH MHPOPMAIIMOHHOM 0€30MaCHOCTH;

KomriekcHblli  ayIUT 0O MNOAJEPKKE ¢ MOBBIIIECHUIO

KBaM(pUKAIIMY TIEpCOHANa
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3ajanue 1is pacyeTHO-TpaduIecKO padoThI

N3yunTth TEOpETUYECKUE MATEPUAIIBI.
Cdopmuposars matpuny puckoB Ub nis VC.
KonruecTBEHHO OLIEHUTH PUCKH
[Ipennoxutrs HAOOP KOHTPMED.

OdopMuts oT4eT 0 MpojeIaHHOM padbore.

HccnenoBaTe METOOMKY OLIEHKH 3aTpaT Ha 3M B opranuszanuy.

Meronuka ouieHkH 3aTpaT Ha 31 ¢ ucnosnb3oBaHUEM BECOBBIX KOA(DPUIIMEHTOB

BBoja MCXOHBIX TaHHBIX U TIPEABAPUTEIbHBIE BEIYUCIICHUS (Tabmuia 1).

A B | ¢ [ o | E | F | 6 | H [
Tabnuua 1 (Beog MCXOAHLIX BAHHBIX W NPeBapUTENbHBIE BblYUCIEHWA)
He MapameTtpbl ¥rpozal Cymmna
i1 iz [i3 [ia [i5 i6
1 3HaueHUA BepoATHOCTH yrpos Pi 0.57 0.58 0.79 0.35 0.64 0.53

2 CobcrBeHHbie notepu (npudeinu) Dcob

3 Beirogbl (NpubbinK) KoHkypeuToB Dkox

4 MNokaszaTenb cTenelu &l B hopMyne Beca
5 Bec yrposbl

1. Onpenensiem mokaszarenb CTENEeHU B (popMmylie Beca KaxAoW Yrpo3bl Kak
OTHOIIICHHE BEJIMYMHBI COOCTBEHHBIX MOTEph Dcobi K BeIWYMHE BBHITOJ
KOHKYpeHTOB DKOHI 110 KaXKJ101 yTrpo3e.

2. OmpenenseM BeC KaKIO0M yrpo3bl Kak IMOKa3aTeNbHYIO (DYHKIIMIO BUIA:
BEPOSITHOCTh YIPO3bl B CTEIEHH, PABHOW OTHOIICHHIO COOCTBEHHBIX MOTEPh K
BBIF'OJ]aM KOHKYPEHTOB I10 Ka)J0N yrpose.

CymHocTh Beca yrpo3bl 3aKIIOYAeTCA B CIEAYIOIIEM: POCT MOTEHIHAIBHOM
BBITOJIbl KOHKYPEHTa MPUBOAUT K POCTY 3aTpaT Ha 3alIUTy OT JIaHHOW yTrpo3bl B
CyMMe OOIIMX 3aTpaT Ha 3alUTY IPU €€ TOCTOSIHCTBE.

Omnpenenenue 3HAYUMOCTH 3aIUTHI OT KaXkKA0# yrpo3sl (Tabnuma 2).

11 [Tabnuua 2 (OnpepeneHue 3HAYMHOCTH 38WWTEI 0T KaXO0R YIposisbl)
12 |He MNapamMeTpol Yrpozal Cynma
13 i1 iz [i3 [id [i5 [i6
114 | 6 3naveHun seposaTHocTH yrpos Pi
| 15 | 7 CobcreeHHble noTepH (npndbinu) Deod
16 8 Buirogsl (npudbinu) KoHkypeHToe DkoH

117 |

1
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3. OmpegenseM cyMMy cOOCTBEHHBIX MOTepb Dco61 M BBIr0J KOHKYPEHTOB
DxkoHi, o kKaxa0¥ yrpo3e 1 00Iyt0 CYMMY O BCEM yTPO3aM.

4. OnpenensieM OTHOCUTENBHBIN BEC MTOTEPH MO KAXKIOM yIpo3e:
Pothi = (Dco6i + Dkowi) / (cymma Dco6i + cymma DkoHi).
HezaBucumo ot uncia yrpo3 cymma BECOB JA0JKHA ObITh paBHA €IUHULIE.

5. OnpenenseM 3HAYMMOCTD 3aIUTHI OT KaXA0M yrpo3bl Kak MPOU3BEACHHUE €€
Beca (BEpOATHOCTHBIN apryMeHT) Ha OTHOCUTENIbHBIN BeC (JI€HEKHBIN BEC):

P3ui = PBeci * PotHi

CymHOCTh 3HAYMMOCTH 3aIUTHl 3aKJII0YAETCS] B TOM, YTO €€ 3HaueHue OyneT
JaBaTh HaM JOJI0 OTYUCIEHHS OT oOOleld CyMMbI, BBIACIIEMYIO Ha
POTUBOACIHCTBUE KaXKIOM yrpo3e.

OmnpenesieHue BeJMYMHBI CPEACTB, HEOOXOAUMBIX M paclpe/ejsieMbIX HA

3alUTy HH(POPMAIMHU OT MPOrHO3UPYEeMbIX yIrpo3 (Tadnuia 3).

19 |Tadnwua 3 (OnpeneneHne EeNMHHHE CPEACTE, HEODX0-AWMBIX W pacnpedenAeMblX Ha 3aWMTY WHpOpHaLKH 0T NPOTHOZMPYEMBIX YTpo3)

20 |Ne MapaumeTpsl ¥rposa l Cynna

21 i1 [iz i3 i i5 li6

3Ha4YeHHe CYMM Ha NpOTHBOAEHCTEHE
| 22 | 9 kaxcpon yrpoze Du oTi
23

6. CTporux pekoMeHIaIui Mo HopMaM BBIJIETIIEMON Ha 3aIUTy UHPOPMAIIIH
CyMMBI HE CYyIIEeCTBYeT. B pa3HbIX MCTOYHMKAX B KauecTBe (DMHAHCOBBIX 0a3, OT
KOTOPBIX AAIOTCS OTHOCHUTENIbHBIE BEJIMYMHBI MOTEPh U OTYUCIEHUN Ha 3aLIUTY,
NPUBOJSATCA pa3inyHble OallaHCOBbIE WJIM JIKOHOMHYECKHE Tokazarenu. Camwu
KOG (PUIMEHTs TOTeph ©  OTYMCICHUNW HWMEIOT HE HOPMATHBHBIM, a
KOHCTaTUPYIOLIUN XapakTep.

VYuuteiBas, 4TO B KadecTBe 0a3bl JUIsl OTYHMCICHUN HA 3aIUTy WHOOpMAIUU
MPUHSATA BETUYNHA HEMOIYYeHHOU (MIOTEHITUATBLHON ) MPUOBLIA, HOPMY OTUHCTICHUS
DH.oT ot HenonyueHHo# npudsln Ha 3U npumem pasHoit 0,25, u Toraa:

Dn.ot = 0,25 cymma Dco0i .

7. JlaHHast HOpMa OTYUCIICHHSI OT cOeperaeMoi MpUObUTH TTpeTHA3HAYCHA IS

HeﬁTpaJIHBaHHH CYMMBI 3HAYUMOCTEH BCCX  yIpos, CJICOOBATCIIBHO, Ha
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MpEeNO0TBpallleHHEe  KaXI0M  yrpo3pl JOJKHA  BBIACNIATHCS — 4acThb  JOJIH,
MPONOPLHMOHANIbHAA 3HAYMMOCTH 3aILUTHI OT 3TOU YIpO3BbI:

DH.oT = cymma P3Hi.

Pacnipenenenne cyMmm HaXOOUTCA Kak:

Dn.ot 1 = DHn.ot * P3Hi/ cymma P3Hi.

8. PaccuuThiBaeM CyMMBbI 3aTpaT, HEOOXOAUMBIE ISl 3alUThl HH()OpPMAUU OT
KQKJ10U YIpO3BL.

NtoroBeiii BUj yKa3aHHBIX TaOIUIl OyA€T MPUMEPHO CIICTYIOIIUM:

A | B | E | ] | E | F | £ | H | I
! ITaﬁnmua 1

2 |[Hznin MapaneTpsl ¥Yrposial, Cymna E
3_ I, I I Iy I: I

_1_1_ 1 JHAMEHMA BEEROATHOCTH v o3 Pi 063 063 043 063 D42 0,581

__5_ 2 CobBcTEeHHEIE NOTERM [NPHEEINM] Do F9 260 2 310 FE 430 F15 820 F4 980 F5 130 F49 910
_E_ 3 Beirogel (NEUSEInK] KOHEYREHTOE D)oy F11 230 F2 460 54 520 F15100 3 060 F4 130 F40 500
__?'_ 4 MokasaTens CTEMNEHK o B QORMYNE Beca 0a2 3,38 142 1,05 162 1,24

_B_ 5 Bec ymoisl Pag =P 07010236 0,210 0.3 0FE1E 0,245 0770

9

10 | Ta6nuua 2

11 |H2 nin MapaneTpsl ¥Yrposial, Cymna E
12 1, I Iy 1 [ I

Cyranael COOCT B eHHE: NOTEAE W BRING

E B KOHEYPEHTOE 20 490 F10770 10950 §30 920 §a 020 §9 260 30 410

1_4_ 7 OTHOCMTENEHLIR BEC NOTEPD 0227 0,119 0121 0,342 0,059 0,102 1
_1_ g SHAYMMOCTE SRWMTEl OT ¥ RossE 0,159 0,025 0,036 0211 0,022 0,079 053

16

17 | Tabnuua 3

18 [Nz nin MapaneTps Yrposal, 06wan cymf
_19,_ Iy I I; Iy I: I

IHEYEHME CYMM HE NPOTHEOREMCTE ME

E 9 KON ¥ pose Dy oy F4 474 $704 F1 027 §5 935 F612 2220 514973
3ananue

BeimonHuTh pacdeTHyio paboTy B COOTBETCTBUM C TIPUBEICHHON BBIIIE
METOJMKOW OIleHKM 3aTpaT Ha 3M OT pasnuyHBIX yrpo3 Ha OCHOBE alrOpUTMa
WCITIOJIb30BaHUS BECOBBIX KOA(DPUITUEHTOB.

PacdeTs! xenaTenpbHO MPEACTaBUTh Kak otdeT B Qaitiie MS Excel. Mcxonnbie

JaHHBIC IJIA paCYCTOB BOSbMUTC COINIACHO BAIICMY BAPpHUAHTY M3 Ta6J'II/II_[BI HWKC:

MapameTp BapuaHt

bl 1 2 3 4 5 6 7 8 9 10
P1 0,67 053| 068| 055| 0,63 06| 059| 057| 0,64 0,54
P2 0,55 043| 054| 051 05| 054 04| 058| 0,52 0,38
P3 0,67 053| 068| 072| 058| 056| 025| 056]| 059 0,64
P4 0,55 043| 054| 025| 076| 045| 055 0,4 0,5 0,6
P5 0,49 0,56 55| 065| 027| 039| 058| 045| 0,65 0,74
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P6 0,57 058| 025| 056| 052| 036| 062| 058| 025| 0,61
Dco6i1 10210 | 9560 | 9870 | 9400 | 10250 | 9850 | 8900 | 8500 | 8650 | 8450
Dco6i2 9300 | 7800 | 8200 | 7400 | 7650 | 8560 | 6950 | 7320 | 7980 | 7560
Dco6i3 7350 | 6800 | 7230 | 6050 | 6230 | 7150 | 5980 | 6250 | 6980 | 6000
Dco6i4 14890 | 15325 | 14780 | 12560 | 13400 | 14890 | 12740 | 14230 | 12980 | 13890
DcoGi5 5170 | 4890 | 4650 | 4325 | 5120 | 4560 | 4890 | 4360 | 4780 | 3980
Dco6i6 7980 | 6850 | 7200 | 5600 | 5420 | 5820 | 4900 | 5950 | 6540 | 6890
DkoHi1 12560 | 11890 | 11325 | 11870 | 12740 | 11650 | 10650 | 11930 | 10980 | 10250
DkoHi2 2650 | 2350 | 1980 | 2200 | 2980 | 2450 | 2130 | 2780 | 2650 | 2780
DkoHi3 4630 | 4260 | 4890 | 3560 | 4250 | 4980 | 4780 | 4325| 4120 | 4650
DkoHi4 17890 | 16850 | 17250 | 17150 | 16960 | 16850 | 16450 | 15890 | 16780 | 16450
DkoHi5 2450 | 2100 | 2350 | 2150 | 2650 | 2780 | 2455 | 2360 | 3200 | 2650
DkoHi6 4320 | 3890 | 3780 | 2680 | 2980 | 3150 | 3450 | 3780 | 3980 | 4120
IlocTaHOBKA 33a1a4H
PykoBoactBom mpenmpustus «XXX» 3a 2020 rog mpoBeleH aHadu3 yrpo3

I/IH(l)OpMaIII/IOHHOﬁ 0€e30IMacHOCTH U OIPCACIICHBI IICCTh TUIIOB KOMIUICKCHBIX YI'PO3

B BUJIC BO3BMOJKHBIX KaHAJIOB YTPAThl 1 YTCUKH HH(i)OpMaIII/II/I:

1. ®usnyeckue YI'pO3bl, HCXOIAIIMUC OT IICpCOHAJIAa W HAIIPABJICHHBIC HA

nH(GOpPMaIMOHHBIE pecypchl peanpustus — 11.

2. ®u3nyecKue yrpo3bl, CBI3aHHbIE C 0TKa30M o0opyaoBaHus — 12.

3. JlokanbHbIE TIPOTpPaMMHBIE YTPO3bI, HAMpPaABICHHBIE HA OMEPALUOHHYIO

cucremy — |I3.

4. YyaneHHble Yrpo3bl, HalpaBiCHHbIE Ha HWH(OpPMAIUIO MPEaNPUSTHS,

oOpabaTbIBaeMyI0 CETEBBIMHU clTyx0amu — 14,

5. IIporpammuble yrpo3bl, HANIpaBJICHHbBIE HAa KaHAJbI CBS3H — |5.

6. Yrpo3ssl

HCYMBIIIJICHHBIX

HEJIOCTATOYHOU KBanmudukamnueit — 6.

NEeUCTBUU

nepcoHana,

PykoBojncTBOM mpeanpuATUs ObUIM  TPUBJICYECHBI

BBITTOJTHWIM CJIEAYIOLIYIO0 paboTy:

CBA3aHHBIX C

DKCIIEPTHI,

1. ITpoBenu OLEHKY BEPOATHOCTH PEATU3ALUN KAXKI0M yTPO3BI:

KOTOpBIC

— ®Dusznyeckue YI'pO3bl, HCXOOAIIMUEC OT IICPCOHAJIAa KW HAIIPABJICHHBLIC Ha

uH(popMalMOHHBIE pecypchl npeanpustus — P1.

— @u3nyuecKue yrposbl, CBSI3aHHbIE C OTKa30M 00opyaoBaHus — P2 .
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— JlokanbpHbple TPOrpaMMHBIE YIPO3bl, HAIIPABICHHBIE HAa ONEPALMOHHYIO

cucremy — P3.

— VYnaneHHbsle yrpo3bl, HampaBiI€HHbIE Ha WHOOPMAILMIO NPEINPUATHUSA,

o0pabaTbIBaeMyl0 CETEBBIMU CIyk0amu — P4.

— IIporpamMmmMHubIe yrpo3bl, HapaBJICHHbIE HA KaHAJIBI CBsI3U — PS.

— VYrpo3bl  HEYMBIIUICHHBIX  JEHCTBUM  MEPCOHANA, CBA3AHHBIX C

HEeJ0CTaTOUYHOM KBanudukanuen — P6.

Heo0xonuMo moHUMaTh, YTO BEPOSITHOCTH pPEAM3AlMM YIPO3 HE OTpakaet
BEJIMYMHY NOTEPh M HE MNPONOPLUHOHANBHBI €il. Ilpu omnpeneneHnn 3HaYEHUS
BEPOSITHOCTU YIPO3bl YUYUTHIBAKOTCS BO3MOYKHOCTM KOHKYPEHTOB IO BEIECHUIO
JIEJIOBOM Pa3BEIIKH.

2. OueHunIM COOCTBEHHBIE TMOTEpU MpeAnpusitvs (B BHUAEC HENOITYyYECHHOH
npuObu) Dco6i npu peanusauu Kaxaou yrpo3bl.

3. OueHwIM BBIr0/Ibl KOHKYPEHTOB (TIOJIYyYEHHYI0 UMU NpuOblIb) DKoHi, npu

YCIICIIHOM OCYIICCTBJICHUN UMHA I[@ﬁCTBPIﬁ, BCAYIIUX K pCaIn3alilin YI'PO3bI.

TpeOyercsi onpeneiuTh BeJIUYUHY CYMMBbI 3aTPaT, KOTOpas MOXET ObITh
BbIJIEJICHA Ha 3amuTy WHGOpPMAIMM OT BCEX YIPO3, U €€ paclpeielieHHe Ha
MEPOIPUATHUS MO 3alIUTE OT KaKIOW yrpo3bl, B 3aBUCUMOCTH OT COOCTBEHHBIX

NoTeph U MPUOOPETEHMI KOHKYPEHTOB P PeaTU3aliK KaXX10H yrPO3bl.

CIpYKTYpA OCHOBHOM YaCTH OTYETA:

1. TlocTaHoBKa 3a/1auu ¥ BXOJHBIC IaHHBIE BaIlETO BapHaHTA.

2. Tabmuiibl ¢ pe3yabTaTaMy PacyeToB.

3. AHanu3 pe3yJabTaTOB PEIICHUS.

4. Bamu BbIBOJIBI IO TeKylIeMy cocTostHuto Vb B opranuzamum.
5

Bamwu pekomenganuu no ynydmenuto coctosiaus b B opranmsanun.
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BapuaHTbl OpraHm3aumm

1. KoMmanus uMeeT 5 npeIcTaBUTEILCTB, BCE MITh B pa3HbIX cTpaHax (.Ua,
ruu th). Umeet S npencraButenbeTB B Kax oM oT 50-100 ven. I'onoBHas komnaHus
1000 wen B Poccun. Otmen mnpoaaxk B PETMOHAIBHOE IPEACTABUTENBCTBO,
aIMUHUCTPATUBHBIM OTAEN U OTAen 00paboTku JaHHBIX. HampaBieHue
NeSATeIbHOCTH KOMIIAHUU - TPAaHCHAIIMOHAJIBHBIC TPY30BbIE TIEPEBO3KHU.

2. Komnanust umeeT 0JIHO NpeJICTaBUTENBCTBO B Poccuu, KOTOpoe ABIISeTCS
KOMIIaHUEH, KYyIJIEHHOM roj1oM paHee, 3anumatonieecs papadotkoit [10. I"onoBHas
koMmanust 10 500 uen. IpeacraBurenbctBo - 10 300 uen. (Pazubie OpeHmbl). 2
nomeHa — 2 OpeHja

3. Kommnanus umeer rosjoBHou oduc co mrarom 300 uen. 3aHumaercs
npojaxeil cotoBeix TenedonoB. [1o Bceit Poccun 2000-3000 mpeacTaBUTEIBCTB —
Mara3uHax, €CTh YIp. MEHEKep (JOKAIbHBIA OTI. MPOAaX) U Tapu(HBII OTAENI U
OTJI. TIOTUCTHUKH.

4. Kommanuss — 100 den. Cdepa HeSITEIBHOCTH ayTCOPCHHT, YCIYTH
aJIMAHUCTPUPOBAHUS PA3IMYHBIX CHCTeM Ha Oasze Microsoft. Kiuentsr B
OonpIIMHCTBE cTpaH Mupa. Kommanus oOecrneunBaeT TOJHYIO TMOIIEPKKY
UHOPACTPYKTYPHI KIIMEHTA.

5. Kommanusi cocrout u3 3-x ¢unmanoB Ha tepputopuun PD. 11O B
Xabaposcke. Yucnennoctp 11O 100 wen., B ¢unmmamax 20 yen. 3aHumaercs
MPOU3BOJICTBOM U pa3paboTKoil cpeAcTB ayTteHTudukanuu. [IpousBoacTBO B
¢unmanax, 11O BRIMOTHSAET TOTBKO aAMUHUCTPATUBHBIC IEHCTBUA.

6. KoMmanusi - XOJJIMHI C LEHTpaJbHbIM odrcoM B T. BnaauBocToxe.
3aHMMaeTCsl CO3JaHUEM U Pa3pabOTKOW MHTEPHET CAWTOB M B HEE BXOAWT emié 4

KOMITaHWUH, Haxosmuecs B 4 ctpanax mupa. B kaxgon kommanuu 10 S0 4enoBexK.
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[Tpunoxxenue 1

®OHJ OLIEHOYHbLIX CPEJACTB!
10 JUCLHHUILINHE

OuneHnka puckoB HH(OPMALMOHHON 0€30MMACHOCTH
ABTOMATHU3UPOBAHHBIX CUCTEM

Hamnpasnenue nmoaroToBku 10.05.03 "Ungopmayuonnas 6ezonacnocms
aA8MoMamu3uUposannvlx cucmem"
Hamnpasnennocts (ipoduiis) AHnanuz 6ezonacnocmu UHGOPMAYUOHHBIX CUCEM
00pa30BaTeNIbHOM MPOrpaMMBbl
Kpaymmukamnus BBITyCKHHKA cneyuanucm no 3awume uHgopmayuu
I'on Hayama MoArOTOBKH 2021
(no yuebHoOMYy niamy)
dopma o0ydeHHS OuHast
Texnonorust 06yuenus MpaouyuoHHas
Kypc Cemectp TpynoemMkocTsb, 3.€.
5 9 4
Bun npomexyTouHoOi arTecTanuu OOGecneunBaroiee moapas3aciecHue
Oxzamen Kageopa UBAC - Ungopmayuonnasn
be30nacHocms A8MOMAMU3UPOBAHHBIX
cucmem

'B AaHHOM IIPUJIOKCHUU MMPEACTABJICHBI TUIIOBBIC OLICHOYHBIC CPCACTBA. IIoaHBIN KOMIIIEKT
OLCHOYHBIX CPCACTB, BKJIIOYAIOIIHI BCE BAapHUaHTBI 3aJlaHui (TCCTOB, KOHTPOJIbHBIX pa60T )51 Ilp.),

npeajiaracMbIx 06yqa10111eMyc;1, XpaHUTCA Ha Ka(benpe B 6YMa)KHOM H DJICKTPOHHOM BH/IC.
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1 Ilepeuyenn mIaHUpyeMbIX pPe3yJIbTATOB 00y4YeHHS N0 JMCHUILINHE (MOAYJIIO),
COOTHECEHHBIX € INIAHNPYEeMBbIMH pe3yJbTaTaMH 00pa30BaTe/IbHOI MPOrpaMMbl

Tabmuua 1 — KomnereHuy u miaHupyeMble pe3ysIbTaThl 00y4eHUs 10 TUCHUIUINHE

Kot 1 HANMCHOBAHHE [Tnarupyemblie pe3ynbTaThl O0yICHHUS 110 UCIIUILINHE
KOMITCTEHITHH . .
[Iepedyens 3HaHMI [Iepeyens ymenuit IlepedyeHb HaBBIKOB
[IpodeccronanbHubIe
IK-1 Criocoben nK-1.1 3naer | [IK-1.2 Ymeer | IIK-1.3 Bnaneer
MIPOBOJINTH AHAJIN3 CTPYKTYpHBIC U | IPOBOJAWTHh  aHAJM3 | HABBIKAMU BBISBIICHUS
CTPYKTYPHBIX U (YHKIIMOHATTLHBIC CTPYKTYPHBIX Y | MOTEHITHATBHBIX
(YHKIIMOHATTBHBIX CXEMBbI 3alHIIEHHBIX | QYHKIIHOHATHHBIX VSI3BUMOCTEH
CXEM 3aIUIIICHHBIX ABTOMATH3UPOBAHHBIX | CXEM  3alUIICHHBIX | HHPOPMAITUOHHON
ABTOMATH3UPOBAHHBIX | CHCTEM ABTOMAaTH3UPOBAHHBIX | OE30MTACHOCTH
WH()OPMAITHOHHBIX UH(GOPMAITUOHHBIX ABTOMAaTH3UPOBAHHBIX
CHUCTEM C LIEJIbIO CHCTEM cHCTEM
BBISIBJICHUS
MTOTCHIIHATBHBIX
YSA3BUMOCTEN
nH(pOpPMaLMOHHON
0€30MacHOCTH
aBTOMAaTU3UPOBAHHBIX
CUCTEM
IIK-2 Cnocoben nK-2.1 3naer | IK-2.2 Vmeer | IK-2.3 Bmaneer
MIPOBOJIUTH AHAIIN3 crocoObI TIPOBE/ICHUSI | BEIOMPATH croco0 | HaBBIKAMU
3alUIIEHHOCTH aHaym3a NPOBEJCHUS aHaju3a | MPOBEJICHUS aHaau3a
nH(OPMALIMOHHOU 3alUIICHHOCTH 3alUIIEHHOCTH 3aIUIIEHHOCTH
HHPPACTPYKTYPHI nH(}OpMaITMOHHOM nHpOopMaITMOHHOM nH(}pOpMaITMOHHOM
aBTOMATU3UPOBAHHOU | HHGPACTPYKTYPbI UHGPACTPYKTYPbI UHQPACTPYKTYPHI
CUCTEMBbI ABTOMATU3UPOBAHHBIX | aBTOMATU3UPOBAHHBIX | aBTOMATU3UPOBAHHBIX
CUCTEM CUCTEM CUCTEM
Tabnuma 2 — [Macnopt ¢hoH/1a OLIEHOYHBIX CPE/ICTB
Kon Haumenos
KonTtpoanpyembie KOHTPOJIHUP aHue
pa3aeJibl (TeMbl) yeMou OLICHOYHOT IMoka3arenu oueHKH
AUCHUTLTUHBI KOMIIeTEeHI] 0
UM cpe/cTBa
YMeHue npoBOAUTH
1. Aynuat aHAJINU3 CTPYKTYPHBIX U
(GYHKIIMOHATBHBIX CXEM
o Jlaboparo
nH(pOpPMAITMOHHOM — e p§60T§ 3aIIEHHBIX
0€30IaCHOCTH IPESAMPHUSITHS. 1 ABTOMATHIHPOBANHDIX
peanp
UH(OPMAIMOHHBIX CUCTEM
C IIEJIBIO BBISIBIICHUS
MOTEHIIUATBHBIX
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YSA3BUMOCTEN
UH(POPMALMOHHOM
0€30MacHOCTH
ABTOMAaTH3UPOBAHHBIX
CHCTEM

2. Tabnuuabple METOMBI VMeHue IPOBOIUTE aHAIN3
CTPYKTYPHBIX u
(YHKIMOHAIBHBIX  CXEM
3alIUIIEHHBIX
ABTOMAaTU3WPOBAHHBIX
UH(POPMAIMOHHBIX CHCTEM

OILICHKH u aHaIn3a Jlaboparop
I1K-2 Has paboTa

MH(OPMAIMOHHBIX PUCKOB. 2

3. Pacuyer PUCKOB
YMeHue paccuyuTaTh PUCKU
Jlabopatop

o HuHpOpMaILIHOHHO
MH(OPMAIMOHHOM I1K-2 Has paboTa dopmat
3 0€e30I1aCHOCTH

0€30MacHOCTH.

YMeHne npoBOAUTh
aHaJu3 3alUIIEHHOCTH
nH(GOPMaLOHHON
UH(PaCTPYKTYpPhI
aBTOMATH3UPOBAHHOU
CUCTEMBI
YMeHue npoBoauTh
aHAJIU3 CTPYKTYPHBIX U
PEKOMEH/IALIHHN TIO AY/IUTY PacueTio- (GYHKIMOHAJIBHBIX CXEM
I1K-1 3aIAIEHHBIX

rpadgudecka

ABTOMaTH3UPOBAHHBIX
s paboTa

MH(OPMALMOHHBIX CUCTEM
0€30IacHOCTH MMPCAIPUATHA. C [EJIbIO BBLISIBIIEHUSA
MOTEHLUATbHBIX
ySI3BUMOCTEMN
HH(}pOpMaITMOHHON
0e30MacHOCTH
ABTOMAaTH3UPOBAHHBIX
CUCTEM

Pa3zpabotka

HH(POPMAIHOHHOM I1K-2

2 Mertoauueckue MaTepHaJibl, ONpe/iesolue MPoleIypPbl OlleHUBAHUS 3HAHMIA,
YMEHHUI, HABBIKOB M (MJIH) ONIBbITA JAeATeJIbHOCTH, XapaKTepUu3ywuue nmpouece
(¢GopmMupoBaHus KOMIIETEHUMH

Metoauueckue MaTepuajibl, OIIPCACIHIIOINE TPOUCAYPhl OLICHUBAHUA 3HaHPII>i, YMGHHﬁ,
HaBBIKOB U (I/IJ'II/I) OIIbITa ACATCIBHOCTH, IPCACTABIICHBI B BHJC TEXHOJIOTUYECKOH KapThI

JTUCIUILINHEI (Tabnwuia 3).

Tabnuua 3 — TexHoNorMueckas kapra

54



HaumenoBan
e
OIICHOYHOTO
CpeACTBA

Cpoxku
BBIIIOJIHEH
ns

[Ixana
OlIEHUBaH
nus

Kpurepuu
OLICHUBAHMS

3

cemectp

[IpomexyrouHas arrectanus B popme 3auera ¢ OLEHKOMN

JlaboparopH
ast pabora 1

B teuenue
ceMecTpa

10 6ammoB

10 6am10B - CTY/I€HT IPABUIIBHO BBIIIOJIHUII
3aganue. [lokazan oTIMYHbIC 3HAHUS, HABBIKH U
YMEHUS paMKax OCBOEHHOTO y4eOHOTO
Marepuara.

5 6amia - CTyACHT BBITIOJHHII 33/1aHUE C
HeOospmMMy HeTouHocTsMU. [Tokazan xoporme
3HaHUS, HABBIKK M YMEHHSI PAMKaX OCBOSHHOTO
yueOHOro Marepuana.

3 Gaiia - CTyJIEHT BBITIOJIHUJI 33JIaHUE C
CyIIECTBEHHBIMU HeTOUHOCTsIMU. [Tokazan
yJIOBJIETBOPUTEILHBIC 3HAHUS, HABBIKA M YMEHUS
paMKax OCBOEHHOTO YU4eOHOTO MaTepHara.

2 Gayuta - TIpH BBITIOJTHEHUH 3aJIaHHSI CTYACHT
NIPOJEMOHCTPHUPOBAJT HEJOCTATOUHBIH YPOBEHB
3HAHUMU.

0 GayuToB — 3a71aHKE HE BBHITIOJIHEHO.

JlaGopatopH
ast pabora 2

B teuenue
ceMecTpa

10 6amoB

10 6ay10B - CTYAEHT MPABUIILHO BBITTOTHIIT
3aganue. ITokazan oTIIMYHbBIEC 3HAHUSA, HABBIKU U
YMEHHS paMKaX OCBOEHHOTO Y4eOHOTO
Marepuana.

5 Gajuta - CTyJIGHT BBITIOJTHWJI 33JIaHUE C
HeOOJIbIIMMH HeTOYHOCTAMH. [Tokazan xopomue
3HAHMS, HABBIKK U YMEHHSI paMKaX OCBOCHHOTO
y4eOHOTro Marepuaa.

3 Gajuta - CTyJICHT BBITIOJTHWJI 33aJIaHUE C
CYIIIECTBEHHBIMH HETOUHOCTAMU. [Tokazan
YIOBJICTBOPUTEIbHBIC 3HAHUS, HABBIKK U YMCHHS
paMKax OCBOEHHOTO Y4e€OHOT0 MaTepHara.

2 Gayta - Mpy BHITIOJIHEHUH 3a/IaHHsI CTYJIEHT
MPOJIEMOHCTPUPOBAI HEJJOCTATOYHBIA YPOBEHB
3HAHHH.

0 6amI0B — 3aJaHKE HE BBHIITOJIHEHO.

JlaGopaTopH
as pabora 3

B teuenne
ceMecTpa

10 6amtoB

10 6aisI0B - CTYACHT NPABHIBHO BBIMOIHUI
3ananue. [Tokazan oTIMYHbIC 3HAHHS, HABBIKH U
YMEHUS paMKaX OCBOCHHOT'O y4eOHOTO
Marepuana.

5 Ganna - CTyACHT BBINOJHHI 3aJIaHUE C
HeOONBIIMMH HeTOYHOCTsIMU. [Tokazan xopomire
3HAHMS, HABBIKH U YMEHHSI PaMKaX OCBOCHHOTO
y4eOHOTO MaTepuana.

3 Ganna - CTyACHT BBINOJHUII 3aJIaHUE C
CYIIECTBEHHBIMH HETOUHOCTSIMH. [Tokazan
yIOBJIETBOPUTEIIbHBIC 3HAHNSI, HABBIKH 1 YMEHHUS
paMKax OCBOCHHOTO YU4eOHOTO MaTepuaa.

2 Ganna - IpH BHIOJHEHUY 33aJJaHUS CTYICHT
IPOJIEMOHCTPHUPOBAJ HEJIOCTATOYHBIN YPOBEHb
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HaumenoBan
e
OIICHOYHOTO
CpeACTBA

Cpoxku
BBIIIOJIHEH
ns

[Ixana
OlIEHUBaH
nus

Kpurepuu
OLICHUBAHMS

3HAHUI.
0 0anI0B — 3a7aHNE HE BBIIOJIHEHO.

4 | Pacuerno-
rpadugeckas
pabota

B teuenue
ceMecTpa

15 6anmoB

15 6amoB - CTyA€HT IPABUIIBHO BBIIIOJIHUI
3ananus. [lokazan oTiiMyHbIE BiIaIeHUS HAaBBIKAMU
IIPUMEHEHUS [TOJY4CHHBIX 3HAHUM U YMEHUU IIpU
pemeHnn mpoecCHOHANBHBIX 3314 B PAMKax
YCBOEHHOTO yueOHOTo Marepuana. OTBETHII Ha
BCE JIOTIOJIHUTENbHBIE BOIIPOCHI HA 3all[UTE.

10 6ay10B - CTYJEHT BBITIOJIHUJ 33JIaHUE C
HeOOoJIbIIMMHU HeTouHOCTAMU. [lokaszan xopoiue
BJIa/ICHUS HaBbIKaMU IPUMEHEHUS IOJTyYEHHbBIX
3HAaHUU U YMEHUU NPU PEILICHUH
npodeccuoHalbHBIX 3ajad B paMKaX YCBOCHHOTO
yaeOHoro Marepuaina. OTBeTHI Ha OOJIBITUHCTBO
JIOTIOTHUTEIBHBIX BOIIPOCOB Ha 3aIlIHTE.

5 6aJyIoB - CTYJEHT BBIMIOJIHII 33aHUS C
CYLIECTBEHHBIMU HEeTOUHOCTAMHU. [Tokazan
yIIOBJIETBOPUTENILHOE BIIaJICHHE HaBbIKAMU
IIPUMEHEHHS MTOTYYEHHBIX 3HAHUM U YMEHUN NTpU
peleHny Mpo(ecCHOHAIBHBIX 33/1a4 B PaMKax
yCBOEHHOT0 yueOHoro matepuaina. [Ipu orserax
Ha JIOTIOJIHUTEIIbHBIE BOIIPOCH! Ha 3alUTE OBLIO
JIOTYIIIEHO MHOT'O HETOYHOCTEH.

0 GamioB - HpH BBHINOJHEHUM 33aJaHUS CTYAEHT
IPOJAEMOHCTPUPOBAT  HEJAOCTAaTOYHBIH  ypPOBEHb
BJIAJICHUsS] HaBbIKAMM IPUMEHEHMs IOJy4EHHBIX
3HaHUH u yYMEHHH npu peleHun
npo(eCCHOHATBHBIX 3a/1a4 B paMKaX YCBOEHHOI'O
yueOHoro  marepuana. Ilpm  oTBetax Ha
JIOTIOJIHUTEIbHBIE BOMNPOCHI Ha 3aluTe OBLIO
JIONYIIEHO MHO’KECTBO HETOYHOCTEH.

HUTOI'O:

45 GayuioB

Kputepuu olieHKH pe3yJIbTaTOB 00yUYCHHS 110 TUCIUTUIHHE:

0 — 64 % oT MakcUMalbHO BO3MOXKHOM CyMMBl OallJIOB — «HEYJOBJIETBOPUTEIHHO)»
(HEOCTAaTOYHBIM YPOBEHD ISl IPOMEKYTOUHOM aTTECTAIMU IO AUCIUILINHE);

65 — 74 % OT MakCUMallbHO BO3MOYHON CYMMBbI 0OAJUIOB — «yJIOBJIETBOPUTEIHHOY (TIOPOTOBBII
(MUHUMAIBHBIN) YPOBEHD);
75 — 84 % 0T MakCHUMAaJIbHO BO3MOXHOW CyMMBI 0aJlJIOB — «XOPOLIO» (CPEAHUI YPOBEHB);

85 — 100 % oT MakcMMalbHO BO3MOXXHOW CYMMBI OalJloOB — «OTIMYHO» (BBICOKUI
(MakcUMaNbHBIN) YPOBEHB).
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3 TunoBble KOHTPOJILHBbIE 32JaHUSI WM HHBbIE MATEPHAJIbI, HEOOXOUMBIE ISl
OIleHKY 3HAHWIi, yMeHH i, HABBIKOB U (HJIM) ONBITA /IESATEIHLHOCTH,
XapakTepu3ywouue npouecc GopMupoBaHus KOMIIETEHIMI B X0/1e 0CBOCHUSI
o0pa3oBaTe/ibHOI NPOrpaMMbl

[IpumepHBIM IEpEYEHb BOMPOCOB 0 3aKPEINICHUIO TEOPETUYECKUX 3HAHUW, YMEHUH U
MPAKTUYECKUX HABBIKOB, MPEyCMOTPEHHBIX KOMIIETCHIIUAMU (BOTIPOCHI K IK3aMEHY)

1. Yro mpencrapiisier cOOOM MEHEDKMEHT prcKa HH(POpMAIMOHHOW O6e301acHOCTH?
[lepeuncnure 3a1aun MEHEPKMEHTA pUcKa UHPOPMALIMOHHO W 0€3011aCHOCTH.

2. IlepeuncnuTe OCHOBHBIE ATAllbl MEHEKMEHTA PUCKAa HHPOPMAIIMOHHOW 0€30TTaCHOCTH
Y UX B3aHMOCBSI3H.

3. Uto BKIIIOYAET B ceOst 3Tan ycTraHoBiIeHUE KoHTeHTa? [lepeunciuTe OCHOBHbBIE
KpUTepuH, He0OX0 UMbl Tt MeHeKMeHTa pucka Ub.

4. B ueM 3akiroyaeTcs U Kakue 3Tarbl BKJIIOYaeT B ce0s orieHka pucka Ub?
5. B yem 3akirodaercs U Kakue 3Tarbl BKIIOYaeT B ceds ananu3 pucka 1b?

6. B yem 3akimouaercs unentuduxamus pucka Mb? [lepeunciaure sramsl
unentudukauu pucka Ub.

7. Yto BKIIOYaeT B ceOst maeHTuuKanus aktuBoB? [lepednciure 0OCHOBHBIE BUIBI
aKTHBOB.

8. Uto npexacraBisitoT coO0H TpeOOBaHUs OE30MIACHOCTH I aKTUBOB?
9. Yto BKiIIOYAET B cebdst peecTp MH(MOPMALIMOHHBIX aKTUBOB?

10. Kakum 00pazoM MOKET OBITh OTpe/ieieHa IICHHOCTh akTUBOB? [IpuBeauTe mpumep
KPUTEPUEB U COOTBETCTBYIOLIUX LIKaJ JJIsl OLIEHKH BO3MOXHOTO yiepoa.

11. YUto Takoe nmpoduiib 1 >KM3HEHHBIW IIUKI YTPO3bI?

12. Tlo kakuM MpU3HAKAM KJIaCCUDUITUPYIOTCS YIPO3bl HH()OPMAITUOHHONW
Oe3ormacHocTu?

13. Kakumu cioco0amu MOKeT OBITh BBITIOJIHEHA OLIEHKA BEPOSITHOCTH YIpo3
nHGOpPMaALMOHHON 0€301MacHOCTH?

14. Kakumu crmoco0aMu MOKET OBITh BBIIIOJIHEHA OIICHKa YHSBI/IMOCTCI/I?

15. Kakum 06pa3oM MOXKeT ObITh MOJTy4eHa KOJIMYECTBEHHAs! OL[EHKa pUCKa
MH(GOPMAIMOHHON 0€301MacHOCTH?

16. YUro BKiouaeT B ceds peecTp pUCKOB HH(POPMAIIMOHHOHW Oe30macHOCTH?

17. B 9em 3akiro4aeTcsi OIICHUBaHUE PUCKOB MH(DOPMAIIMOHHOU 0€30TacHOCTH?
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18. Kakue cymiecTByIOT BapuaHThl 00pabOTKH PUCKOW HHPOPMALIMOHHOHW O€301acHOCTH?
19. B yem 3aknrodaercsi CHIDKCHHE prcKa HHPOPMAIIMOHHO W 0€30MacHOCTH?
[lepeuncnure ciocoObl CHIKEHHST pUCKOB. Kakue THMYHBIE OrpaHUYeHHS IOJHKHBI OBITh

YUTEHBI?

20. B yem 3akirodaeTcsi COXpaHEeHHE prCcKa HHPOPMAITMOHHO W 0€30T1acCHOCTH?
[lepeuncaure GhakTOPHI, BIUSAIONINE HE PEIICHHE O IPUHITUU PUCKOB.

21. B yem 3akirodaercst mpeIoTBpAICHUE PUCKa HHPOPMAITMOHHOW Oe301acHoCTH?
[lepeunciure 0OCHOBHBIE CLIOCOOBI MPEAOTBPAIEHUS PUCKA.

22. Yto Takoe nepeHoc pucka HHGOPMaMOHHOW OE€301aCHOCTH?

23. Kakue 3a1auM pemiaroTcs B poliecce KOMMYHUKALUK PUCKa HHPOPMAIIMOHHOU
0e30macHOCTH?

24. Kakue (axTopsl moajexaT MOHUTOPUHTY B TIPOIIECCE MEPEOIIEHKH PUCKA
MH(OPMaLIMOHHOW 6€30TacCHOCTH?

25.0xapakTepru30BaTh poJib JUIA, TPUHUMAIOILIETO PEIICHUs, SKCIIEPTOB, KOHCYJIHTAHTOB
B 3aj[a4ax MPUHSITHUS PEIICHUH.

26. IIpuBecTr 0OIIYIO CXEMY aITOPUTMA SKCIIEPTHU3HI.
27. Onucatb OCHOBHBIE ATAIbl SKCIIEPTHU3HI.

28. Onmcath OCHOBHBIE (DOPMBI OTIPOCA IKCIIEPTOB, B3aUMOICUCTBHS IKCIIEPTOB TPH
orpoce.

29. CocTaBUTH AJITOPUTM OLICHUBAHUSA COINJIaCOBAHHOCTH MHeHI/II/IVBKCHepTOB.
30. Omnmcath MCTOJbI (bOpMHpOBaHI/IH HCXOIHOI'0 MHOKECTBA aJIbTCPHATUB.

31. Uto Takoe 06s1acTh KOMIPOMHUCCOB, 00acTh coriacus, MHOkecTBO [lapero,
MHO>KeCTBO P PeKTUBHBIX perieHnU? Kak BbAEHSI0T 00JaCTh KOMIIPOMUCCOB?

32. Onucarp IIPU3HAKH U CBOHMCTBA METOJIOB peICHUs MHOTOKPUTCPHAJIbHBIX 3aaa4
IIPpUHATHUA peI_HCHI/II/IV. HpOBeCTI/I Knaccn(bnxaumo MCTOOOB MHOFOKpI/ITepI/IaHBHOI/IVOI_IeHKI/I

AJIBTCPHATHUB U MCTOAOB PCHICHNA MHOT'OKPUTCPUAIIbHBIX 3a1a4 IIPUHATHUA peH_IeHI/II/IV.

33. OXapaKTepI/ISOBaTB AKCHOMATHYCCKHUEC MECTO/bI MHOI‘OKpI/ITepI/IaHLHOI/IVOI_ICHKI/I
AJIbTCPHATHUB.

34, Kakue MPUHIUIIBI OITUMAJIBHOCTH UCIOJIB3YIOTCA B IIPSAMBIX METOdaX
MHOl“OK]Z)I/ITe]f)I/IEl.J'HJHOI/Iv OLICHKHU aJ'ILTepHaTI/IB?

35. KakoBbl 0CHOBHbIE IpUEMBI HOpManu3anuu kpurepues? 36. Kak onpenensercs
BaKHOCTb KPUTEPUEB?

37. HOCTpOI/ITB CTPYKTYPHBIC CXCMBI MCTOIOB IIOPOT'OB
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HecpaBHUMOCTH. K KakuM perieHrsM MOTYT IPUBOIUTh TaHHBIC METOIbI?
38. [locTpoUTh CTPYKTYPHYIO CXEMY METOJa aHAIUTUUYECKOU UEPAPXHH.

38. Uem pasznuyaroTcs 3a/1a4u NPUHATUS PELICHUH IIPU PUCKE U IIpU onpezeneHHocTu? B
YeM COCTOUT HEOIPEAEICHHOCTh 3aJjaul IPUHSITHS PELIEHUH IIPU pUcKe?

39. Onucarb OCHOBHbIE 0COOEHHOCTH OJTHOKPUTEPUAIIBHOW MOJIENH MPUHATHS PELIEHUH
TIPU PHCKE.

40. OnucaTb OCHOBHbIE 0COOEHHOCTH MHOTOKPUTEPUAIIBHOW MOJIEH NPUHATHS PELIEHUH
TIPH PHCKE.

41. B yem 3akiTrouaeTcsi HEOMPEACIEHHOCTh 3a]a4l MPUHATHS peieHur npu pucke? Kak
MIPE0I0JIEBAETCS 3T HEONPEAEIEHHOCTh?

59



JIuct perucrpanun udmenenuid k PI1/1

Howmep nmportoxona 3aceganus kadenpsl,
JlaTa YTBEPKACHUS UBMEHEHUS

KomnnuectBo
CTpaHHUI]
N3MCHCHUA

[Tonnuce
pa3zpaboTunka
PIIJ
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